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Foreword
I have been involved with the development and implementation of systems for
government and national security organisations for the last 31 years, initially as a public
servant and for the last 26 years as a supplier to government. In 2004 I became involved,
through my membership of the IT Security Expert Advisory Group, in planning what has
become Cyber Security Awareness Week. This series of events is run by the Department
of Broadband Communications and the Digital Economy to raise awareness within the
community of cyber security issues.
Since 2004, small to medium businesses have adopted information technology and the
Internet to a point where it is now fundamental to their continued operation. Over that
period the threat posed by criminal elements, mischievous hackers or simple natural
disasters has increased significantly. Unfortunately the knowledge and expertise readily
available to small business has not.
This book goes a long way to correct that situation. It has been written by an expert
using language that any small business operator can understand. It places emphasis
on making sure that the business is in the best position to keep operating in the face
of external or internal disruption, whatever the cause. The emphasis at a national level
is on Cyber Resilience, and this book applies that approach for those responsible for
managing small to medium enterprises.
If you follow the simple steps contained in the “Advice to Business” section at the
beginning of each chapter you will be able to make your information systems efficient,
resilient and as a result, secure.

Geoff Rhodes
Managing Director
WebSafe Security Pty Ltd
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Chapter 1
INTRODUCTION

1. Introduction
The relationship between business,
security, technology and the internet
can, at times, be rocky, especially for a
small or medium business or a not for
profit organisation. There are no hard
and fast rules for the management
of your information in your business.
Yes there are best practices but
the implementation and the
understanding of them are as unique
as the business itself. In the enterprise
world, one best practice for one
business may restrict another business
capability in its niche market. This does
not stop the larger IT organisations
from trying to implement broad ranging best practice across all of their clients.
Each business is different and the implementation of business components and
technology is unique to the business. In most business, management and security
protocols have been designed and implemented on the fly and this in itself has
contributed to the uniqueness of the business.
This condition arises from the normal process of business growth. Any growing
business goes through the process of creating and implementing business strategies
that include components of the technology of the time. The security problems arise
from implementing new systems on the top of old thus creating security holes that can
be exploited by the outside world once they are discovered. This exploitation capacity
is also as unique as the business. Most businesses are not in the position to wipe all
their technology and start again each time they expand, so the old systems morph into
structures that can be problematic in regards to security as well as the business.
Some big business have the capability to implement a “technology refresh”, but even
implementing this they may still have technology that is based on old programming
languages DOS, Pascal or Cobol working in conjunction with the newer systems.
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Have these got problems? Yes and keeping an old system working in today’s world
is problematic and expensive but the loss of that system could have catastrophic
consequences for the enterprise. Most of these business processes and programs
have no upgrade process or alternative so they have to stay in place. These systems
are supported by the business as best they can, by technical staff with the in-depth
knowledge of the old system who are trying to reskill and up skill for the new
technology that is available now. This creates inefficiency in the business and security
problems for the management, staff and users.
Even in the small and medium business space there are organisations still using old
DOS programs. Either these organisations cannot afford to upgrade the software,
cannot afford to pay to have it ported to another platform or there is no viable
substitute as the DOS program does exactly what it is
intended to do and the business is built around the
programs capability.
In most situations, business information security is the
application of common sense and paying attention to
details. If you look at the security of your business
the same as your own physical protection then
you have a structure that you can work with.
Whom would you allow access to your home?
Where would they be allowed to go?
Who is watching them while they are in there?
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A total stranger wanting to use your phone would be treated differently than a
tradesman fixing your dishwasher who would, in turn, be treated differently than
a visit from your mother, who in turn would be treated differently than yourself.
So how do you focus on the IT security of your business? There are a large number
of areas where the focus is lost on the requirements for the business and a fine line is
drawn between the security required and the functionality of the users and staff.
The most secure business is the one that is off line – not connected to the internet
– but in today’s world most businesses would have problems with that scenario.
99.9% of all businesses have a need to access email in some form or another. So being
connected to the internet is no longer an alternative, it is more a necessity but being
connected now has large security ramifications.
No users want to have to put in a username and password every ten minutes or every
time that they open a document or download an email. They definitely do not want
to have a password that is 10 characters long and has to change every 24 hours. That
would be great security but functionality in the business would be horrific. If a business
implemented this level of security, they would have a very high turnover of personnel
and a low level of productivity.
Furthermore, what the business does has a high impact on the businesses security
requirements. A research and development think tank would be focused on protecting
their Intellectual Property (IP) from the outside world and making sure that they can
implement “need to know” security internally than say a Foundry or a carpenter. Lawyers,
Accountants, Schools both public and private, Government Departments and Real Estate
Agents all have different internal and external security requirements for their business.
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This book is based on my experience over the last 15 years working with small and
medium businesses and not for profit organisations. I have found that some things that
work for large organisations will not work for the SME business but most of them will.
The reasons that they do not work or cannot be applied are threefold:
•• the cost of implementing better or improved security for a business can be
exorbitant although to most security analysis’s, this would appear as false economy,
•• the business expertise inside the business to implement tighter security is not
available, or
•• the business does not consider the risk justifies the increased security requirements.

WHERE TO START?
There are three components to the
security of information and data.
Large business, multi nationals and
government departments consider
confidentiality the most important
component of information security,
following by integrity and availability.
Small and medium businesses and not
for profit organisation on the other
hand have their focus the other way
round. Availability of the information is
critical to a business’s agility, followed
by Integrity and finally confidentiality.
There are many places to start a book on business security but the best place would
be from the top down. Literally, when a business connects to the internet. I have put
this book into sections as they relate to a small and medium businesses and not for
profit organisation. I have tried to keep the language and acronyms to a minimum.
Any acronyms and technical concepts not explained in the text or requiring further
explanation have been put in the last chapter.
I have focused on what I believe to be the main areas of information security. There are
a number of smaller subjects in the securing of your business information that I have
not touched on or only mentioned.
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Most hosting companies who supply DNS, Software as a Service (SaaS) and web
sites understand the need for security and regularly patch their servers, applications,
firewalls and routers with the newest updates and versions. This ensures that in the
case of a system compromise, it will a) not cascade through all of the clients hosted
in their environment and b) they can point a finger at you for not patching your own
system if you have the ability to do that.
Cloud computing sometimes known as Software as a Service (SaaS) is the newest
catch phrase coming through in the IT world and yes it is good for business. There are a
number of caveats in Australia that should be highlighted.

Internet speeds in Australia are unpredictable
For a good cloud computing business environment,
you will need decent connection speeds. If you put
25 staff members through a bad connection then they
will have problems accessing the required information
and staff productivity will suffer, no matter how well the
application has been optimised. I am not against cloud
computing. It is one of the future directions for business
and most businesses in capital cities have access at
decent speeds although the cost may be expensive.
Outside the capital cities either the speeds are not
available or if available they are prohibitively expensive
for the required bandwidth.
The National Broadband Network (NBN) will improve this level of connection but we
just have to wait for that to happen.

Applications in the cloud
At present, all of the required applications for a business are available through either
Microsoft BPOS or Google Apps. Some applications either have not been ported to the
cloud environment (MYOB is in the process) or the cloud environment does not have
the required arrangements (Access). Most applications are available in the cloud.

6
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No matter where your data is, these principles apply to
your business
You still have to protect your users, business and data from anyone who is not
authorised to access it. You need to protect your information in transit and the internet
connection still needs to be protected. You still need to know if you have been
attacked. You still need to know if they have accessed your information. You also
need to know if they have got to information that will impact your business.
Protecting a business is like looking at a cut onion. The more levels of access (rings)
there are, then the better the protection is for your business. If unauthorised external
access (read hacker) has to transit, three levels of security or a dissatisfied employee
has to cross two to gain access to your business critical information and get that
information out then this is the minimal level you should be looking at. In addition to
these protective layers there also needs to be a level of audit and intrusion detection.
These tracking levels when tripped will give you an insight into what they are after and
how to further protect yourself.
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Chapter 2
BUSINESS CONTINUITY

2. Business Continuit y
ADVICE FOR BUSINESS
A Business Continuity and disaster recovery planning is critical for your business. Even
with cloud computing (SaaS) if you cannot access your data in the cloud after a disaster,
then your business will have problems going forward.
A Business Continuity plan relies on the mitigation of risk. The levels of risk that a
business is willing to expose itself to will depend on the level of protection that the
business needs.
A good on site / off site backup system will cover most contingencies. Historical data
may be needed at times and this needs to be factored into your backup calculations.

Business continuity
As a statistic, most businesses that do not have a business continuity and disaster
recovery plan would go out of business in the event of a total failure of the key business
equipment. It is a well-known Internet fact that after a disaster 60% of businesses do
not recover and of the remainder that recover 50% of those businesses will go out of
business within 12 months. A business continuity and disaster recovery plan ensures
that your business will be up and running in a minimum amount of time and you will
not be one of the statistics.
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Business continuity is not only looking at keeping your business running but it also
includes looking at the personnel involved in keeping it running. Business continuity
and disaster recovery are key components of ensuring that in the event of a total
disaster your business will be up and running in the minimal amount of time.
Most businesses do not think about what would happen to their business if the disaster
was to strike. The idea of planning for such a situation is usually only applied to larger
businesses and corporations.
The first place to start is to come up with a
business continuity and disaster recovery
plan. This plan details the expectations of
management to keep the business going or to
get the business going as soon as possible after
a failure of the systems. Most disaster recovery
plans include a component of risk management
that allows a business to mitigate risk to certain
levels of the business. A business continuity
plan does not only focus on the IT and security
of the business, it also takes into account key
personnel, who have access to money to
rebuild as required and who to contact when
something does happen.
Nowadays in the tough economic times the
loss of 24 hours of business would have a major
financial impact on most small businesses and
in some cases those businesses would fail.
Business continuity and disaster recovery requires that the business look at the main
components of their business and assign a rating of one, two or three to the main
processes of the business. These ratings can be looked at the same as a human body,
rating one is the air, a human body can only last three to four minutes before it starts
to have major problems. Rating two is water, the human body requires to keep going
but a human body can last 12 to 24 hours depending on the weather before it will fail.
Rating three is the food the human body can go 24 to 48 hours without food before
the body starts to shut down. By applying these three ratings to your business you
can build up a picture of what your business considers important.

10
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By assigning a rating of one, two or three to all business processes an in-depth picture
of the businesses requirements will emerge. Each business is unique in what it considers
critical components of its business.
Rating one is the air of the business these are components of that will have a major
detrimental effect on the business if they are not restored as fast as possible. In most
businesses these include client databases, e-mail, and contact information for all staff,
suppliers and clients.
Rating two is the water of the business these are components that although
inconvenient to not be available still need to be up as soon as possible.
The last rating is rating three which is the
food of the business these are components
that although a major part of the business
are not critical to keeping the business going.
So what can you do to ensure that your
business will not be down for any length of
time. There are a number of systems that
can be in place in the event of a disaster that
will guarantee that your business is up and
running as fast as possible.
Most businesses do not look at a single point of failure as a problem for their business.
The best security and IT implementation for business includes large components that
have redundant features. So what are components of an IT system can be redundant?
With a small business most of the business information is stored on a server. Unless
this server has been purchased with redundancy in mind then that most of the
components will have a single point of failure.
A server for small business needs to have the following components:
The hard drives need to be configured with Random Array of Independent Disks (RAID).
This system is controlled from the motherboard of the server that allows two hard
drives to be seen as one. In the event of a failure of one of the hard drives, the second
one continues to work while the broken one is replaced. The only time the system
would need to be restarted would be to replace the hard drive but in some situations
this may not be needed either.
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Another redundant feature would be to have two power supplies in the server. If one
of the power supplies is using the power from a Uninterupted Power Supply (UPS) then
the system is protected not only from a failed power supply but also from the loss in
power to the building itself.
Another feature is to have redundant cooling systems. In today’s servers heat can be a
major problem and if the cooling system fails then the heat inside the server would rise
to a point where the Central Processing Unit (CPU) would shut down.
The redundancy features are critical for the server to continue working in the event of
a single hardware failure. The most important feature is a backup strategy. A backup
strategy is the final component of a decent BCDR Plan. Backup is the process of
taking a copy of the business data and keeping it safe. Most businesses take copies
every 24 hours and store that copy off site. There are better ways of doing this now.
Internet backup systems are available and it automates the process of backing up but
is 24 hours good enough for you? Today there is software and systems available that
takes backup images every 15 minutes and these images can be mounted in a virtual
environment within 15 minutes. The amount of business that is lost with these systems
is 30 minutes. These systems can also utilise a internet or cloud based secondary
backup system, meaning that you have both quick recovery and also offsite storage.
These systems can be expensive but the loss of business needs to be weighed up
against that cost.
Even if your business is using cloud‑computing systems and physical redundant
features are not required, a physical disaster can still impact your business. What
happens if the Internet is not available for you to access your cloud computing
systems? These are also items that need to go into a business continuity plan.
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Chapter 3
BUSINESS RESILIENCE

3. Business Resilience
ADVICE FOR BUSINESS
Business continuity and disaster recovery planning are all components of business
resilience. The more resilient a business is the better the business is able to react to
both problems and benefits and profit from the changes within the environment.
I believe that business resilience is one of the main driving forces of Information
Security in today’s business world. In a completely resilient business environment, any
change to the environment will be acted on by the systems in place before it becomes
a business issue.
The baseline for business resilience ensures the changes both above and below the
normal will have risk management components in place to protect the business
or to benefit from an improvement in business capability. Business resilience looks
holistically at what is happening at the information level.
Business programs like risk management, business continuity and crisis management
may fail to achieve a high level of resilience for a business. This maybe because
these programs are based on steps and boxes not on the reliance on business culture
and attitudes.

So what is business resilience?
A number of people have asked me what is business resilience? Business resilience in
conjunction with ICT and facilities allows a business to create a baseline of where they
are at present. This baseline is updated regularly especially with each major change
that will influence the business.
High availability computer systems offer resilience to failure – for instance clustering is
the ability for two or more servers to appear as one but in the event of a failure and one
fails then the others do all of the work. Clustering across geographical locations means
that in the event of a disaster then there is a good chance that your infrastructure will
continue to support your business without the loss of any business at all.
Cloud computing is now replacing the concept of clustering as the geographical
location of the cloud can range over a number of data centres all over Australia or
the world.
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The concept of business resilience is based on:
•• Protecting the business from change and being able to either mitigate or benefit
from that change.
•• Mitigating business and technology risks as opposed to allowing those risks to
damage the business.
•• Assurance of business continuity.
•• Decreasing reliance on non-resilience based programs.
•• Enabling continuous business access.
•• Enabling the business to be reactive to internal and external pressures.
In business today, there is no such thing as being over prepared.
An example of business resilience is the case of the Bankstown City Council Fire on
1 July 1997. The council had no business continuity plan in place at the time and
recovery from the fire was expected to take an extended period, but the council’s
response was organised, the staff were highly motivated and services were quickly
restored. A BC plan is not the sole key in the process of recovering from severe business
disruption. To create a resilient business environment requires effective and motivated
leadership, devolved decision making, supportive external partners and a highly driven
and effective work force.
Business Resilience is not a checklist or plan but it is a way that the business approaches
business. It is found in the businesses culture, in their leadership, in the business
attitudes and most of all in the corporate values that flow through the whole business.
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Being resilient can provide a business with a competitive advantage. Following an
interruption, a resilient business can:
•• return to profitable business faster
•• use the disruption to improve efficiency
•• protect insurers by reducing insurance premiums
•• reduce the exposure to uninsured losses
•• enhance its reputation, and
•• increase staff morale.
A decent resilience program can be used as a business development plan. Resilient is
something that comes about though good organisational leadership. I was in the Navy
in the 80’s and I had a supply officer (Brian) who had one of the best leadership profiles
I have ever come across. Brian’s attitude was that there were never any problems
but there were challenges to resolve, by leading through example and delegating
responsibility he had a group of people that would go to the wall for him but bring
him back as well. This attitude had the whole supply department on HMAS Swan
willing and able to do anything to get the job done.
So staff in a resilient organisation will not only pull together to achieve the desired
outcomes (one in, all in) but they also have predefined direction and a supportive
network that allows for the right attitude. The team will adapt quickly and with passion
but will also try to predict future outcomes.
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A resilient business will float to the top in times of adversity and to do that it needs to
have a number of things in place prior to that resilience being needed. The business
needs to be:
•• adaptive,
•• the staff and management need to know what to do,
•• they are willing to change and have plans to do that,
•• have a vision for adapting to situations,
•• think outside the box,
•• capitalise on adversity, and
•• respond rapidly to change.
So a resilient business has a Chrystal Ball and it is functioning pretty well. It is clear what
and who is involved in the business and hire only those people who will fit the ethos
and attitude of the business.
In a resilient business there are components that go forward to create a holistic
approach to that resilience. Parts of a business that will impact the resilience of the
business are risk management, business continuity, physical and IT security, OH&S and
human resources. The resilience of a business is a jigsaw and the fitting together of
different components enhances the resilience of the business.
The resilience of the business comes from the culture of the business and enables ideas
and knowledge to be bought together, combined and acted on.
The challenges to a resilient business are the following:
•• Resistance to change in staff and management.
•• The inability to recognise points of failure inside the business and act on them.
•• An understanding of the flow on effects from HR, Management and external forces.
•• The need for champions to change internal attitudes.
•• Changing the idea of resilience from a strategic plan to a component of
the business.
•• Education at and for the business is a further requirements of resilience.
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Chapter 4
F IR E WA L L S

4. Firewalls
ADVICE FOR BUSINESS
Firewalls are best when set up by experts. When locally configured the firewall should
be treated with a high level of common sense. A firewall protects one network from
another and your business network is the network that you want to protect at all times.
Firewalls are designed to keep the bad people out and your information in. The more
you pay the more features are available.
A packet inspection firewall is the lowest level of protection that you should get
for your business. If you do not have the experts on staff then consider a Managed
Security System.
Always surf the internet with the local and network firewalls on. This will protect your
business and your staff.

The firewall
The firewall is where the rubber hits
the road, where the business
connects to the internet. A firewall
is a system that protects the internal
network from the internet –
which is just another network
– a big scary one but a
network just the same. Therefore,
a firewall protects one network
from another.
The problem that comes from a firewall is the level of protection that the purchased
system can impart on your business. Small commercial systems that are available from
retail shops and sold by ISP’s are designed to connect to the internet and throw up a
rudimentary level of protection for incoming traffic.
These types of firewalls allow all traffic from the internal network (your business) to
the internet. There is no protection, no management and no restriction. They do protect
you from the outside by only allowing requested information in but that protection
is not the best.
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Mail Server

Inbound Email Traffic

Internet

Inbound Traffic
stopped at firewall
Firewall
Outbound Internet Access
User
Inbound Web Traffic

Web Server

Getting a webpage requires a request from your internet browser, getting and sending
email requires a request to get that email for the receiving location before it is sent. All
initiated from the inside of your business.
Some of these firewalls allow requests to pass through them from the outside to
the inside network. The most common of these are email and web servers but
now SharePoint and collaborative internal applications should be included. These
applications are accessed from the internet through your firewall. Someone sends you
an email and the firewall recognises it as an email and passes it through to the mail
server – this is called port forwarding.
The basic firewalls cannot differentiate between a proper request for an email and a
hacker or automated system trying to compromise your email server. The basic firewall
will pass the request through on port 25 without any checks. This is not good.
What you need is a firewall that will inspect all traffic that comes in and out of
your network and categorise whether it is legitimate traffic or someone trying to
compromise your network.
The firewall has to have a high level of smarts to protect the internal network from
being compromised.
Therefore, the next level of protection is a better firewall. A firewall that does packet
level inspection of all traffic both incoming and outgoing is the next step up in
protection for your business. These are available from Cisco, Juniper, WatchGuard,
SonicWall, Fordinet and a few other companies. Although they are more expensive,
they impose a higher level of protection for your business. This higher level of
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protection comes from inspecting all the traffic and classifying it into its core
components. Each transmission on the internet is broken down into packets and these
packets have specific information on how they are combined at the end (See TCP/IP).
These packets also have information about what is contained in them. This information
is a specific code that the firewall and application understand so that the message
can get to where it belongs and is processed correctly. That internal packet code also
differentiates the traffic between an email message, a web page or a malicious piece of
executable code coming through the firewall. This differentiation allows the firewall to
do its job and protect the internal business structure.
If a firewall comes across a packet that is either incorrect or has been created to
compromise the receiving application it checks it’s up to date database and stops the
transmission at the firewall.
Another problem that a business faces is the lack of technical expertise in the company.
The business has invested large amounts of money in a secure firewall, with packet
inspection, and the configuration may be incorrect. Most available high-level firewalls
have a wizard for configuring to the lowest common denominator. An incorrectly
configured firewall is as effective as not having a firewall at all. Most firewall wizards
only put a basic level of protection on the firewall. To get the most out of your firewall
then you need to have an expert set it up correctly. If you do not have the expertise in
your business then get a Managed Firewall Solution from a reputable supplier. For a set
management and installation cost your business will be protected and if you get the
right security delivery company you will also be guaranteed the level of protection that
your business requires.
There are alternative to purchasing a firewall from either an ISP or one of the more
expensive products and that is the utilisation of a computer based firewall. A Linux
based firewall, either as a purchased system (IPCop or Smoothwall) or a system created
and managed on a computer is based on IP tables. This can be a very powerful
solution but there is still a requirement to have a high level of knowledge on both
Linux and also TCP/IP.
Another firewall product is a Microsoft Product called Internet Security and Acceleration
(ISA). ISA has grown up over the last five years and is now a very clever and reliable
system but it is also a product that needs to be configured correctly otherwise the
network can be compromised.
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Most operating systems also have a firewall as part of the installation or as part of the
internet security or Anti Virus package that should be installed on every computer and
server in your business. Try to leave this firewall in place as much as possible. Where
there is human fallibility is where the firewall will fail. Try to set and forget the firewall
component of your computer.
The local firewall on computers and servers
serves as a second level of protection. The local
firewall can be a component of the operating
system or an application installed for just such use.
It can also be a component of your Antivirus
installation. Most local firewall
applications will ask you if you want
to let any port or application in or out
of your computer. Always read the
warning and do not indiscriminately
open ports that you are not sure about.
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Chapter 5
V I R T U A L P R I VAT E
NETWORKS

5. V ir tual Private
Net works (VPN)
ADVICE FOR BUSINESS
VPN’s are good for allowing your users access to your business in a secure and
manageable way.
VPN end points need to be set up properly to ensure that not only the connection is
secure but also that the traffic over the tunnel is unreadable from outside the connection.
The Internet is a dangerous place and a VPN reduces your business exposure to
the Internet.
If you can afford it always, go to the next level of protection for your external users.

Virtual Private Networks (VPN)
A Virtual Private Network (VPN) is a connection of two points across the internet via an
encrypted tunnel. So a connection from your laptop to your business can be fast and
convenient using today’s technology.
Sounds easy doesn’t it. Well it is not. Problems associated with a VPN set up can be
interesting to say the least. VPN’s use two technologies to connect external users to the
business securely – Encryption and Authorisation.
Once a VPN is set up correctly then the user experience can be quite pleasurable. Open
an application put in user name and password and off you go, access to work, email
and anything else that you require access to.
For all the road warriors (sales people) and people who are working from home a VPN
is one of the components that allows you, as a user, to work productively.
In the old days (10 years ago), if you needed access to your office you had to ring in over
the telephone lines using a modem. Your modem and your office modem would shake
hands and then once they were satisfied you were who you said you were you could
have access to shares, email and applications on your office system. The problems with
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this were that if you had a large mobile workforce you had a need for a large numbers
of phone lines (expensive, you paid for the time connecting, especially if interstate) and
on top of that, the transfer rate was really slow (detrimental to work).
VPN technology alleviated some of the problems associated with the modem and
connections that were available at the time. The business that was the end point
for the VPN could now be attached to the internet over an ISDN line or a DSL line.
This ensure that the connection speed for the VPN users was going to be quite high,
much higher than a dial up connection. It also meant that a larger number of users
could access the network over the one connection at the business end. The VPN thus
reduced costs associated with working from home and on the road.
The VPN connection consists of the authorisation component – user name and
password, which allows the authorised user to have access to the system. No
username and password then no access. The second component is the encryption.
The encryption component ensures that all of the traffic that is going through the
VPN tunnel is encrypted and cannot be read by any other system or anyone outside
the tunnel. The two end points are the only equipment that have the keys to the
encryption to decipher the traffic into information that it can use.

How Virtual Private Network works

Road Warrior

VPN Connection
Internet Connection
Secure Data Access
Failed VPN Attempt

Firewall, Router
and VPN Endpoint

Internet

Unauthorised
Access

Home User
Secure Data
Server
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There are a number of VPN’s available. Most of the packet inspection firewalls have a
VPN component to facilitate connections from outside the network but also to allow
connections to branch offices.
In addition to these types of VPN connection there is also the server based type
systems. Both Linux and Microsoft have a VPN component as part of the operating
system or an application that sits on the operating system. Linux has a number of free
components available but once again a level of expertise is required to make sure it is
secure and set up properly.
Microsoft has a VPN component called RRAS (Routing and Remote Access Server). This
is relatively easy to set up but again needs to be done by someone who knows what
they are doing.
There is another version of VPN that high level network systems use – these can also
be deployed for access to web sites – bank websites for online banking. These deploy
a two-factor authentication. The first level is username and password, the second
level by a dongle. When a user connects to the VPN and puts in his user name and
password, he is also asked for a string of numbers. These numbers are created on the
dongle, which is synchronised with the authorising system. Depending on the security
of the system, you have between 30 seconds and five minutes to input the numbers
before they change. So if someone has stolen your username and password they still
cannot gain access without the dongle. The biggest supplier of this level of security is
RSA but there are new systems available in the market all the time.
If your business requires high level protection for your external users that a system
that uses two‑factor authentication would be the way to go. The protection to your
information inside the network can have further protection by not having a single
logon process.

26

T h e Ba s i c s o f Bu s i n e s s In f o r ma t i o n S e c ur i t y

Chapter 6
INTRUSION
DETECTION
SYSTEMS

6. Intrusion Detection
Systems (IDS)
ADVICE FOR BUSINESS
Some firewall systems have Intrusion Detection Systems (IDS) incorporated into their
system. An alternative is to get a Managed Security Solution that incorporates the IDS
as a component of the security package.
If you can afford an IDS system, I recommend that you get one but they are known
to be expensive when purchased and implemented on a standalone basis.

Intrusion Detection Systems (IDS)
How do you make sure that you have not had someone from the internet target
your business and if they target you what have they done and did it work?
Intrusion detection is another string in your bow when it comes to connecting to the
internet and protecting your business. A good intrusion detection system protects your
business by allowing you to find out who was attacking you, what systems they used
and most importantly did they get in.

Internet

Attacker

Internet Attack Vector

Firewall

Information transfer constant update
rn
Wa

IDS
Data Server
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An IDS makes your internet connection a component of the overall internet protection
of your business. An IDS system can also be used to track internal attempts to access
systems that users do not have access to. The combination of an IDS and a good
auditing systems will comprehensively protect your business by allowing any attacks
to be documented.
An IDS system is primarily focused on the detection of incidents, once detected the
system attempts to stop them, logs all the information it can gleam from the attack
and then reports it to the system administrator through alerts and triggers.
Most high end Firewalls have an intrusion detection system as a component of the
firewall. The inclusion of an IDS makes the firewall harder to break because the attacker
gets limited time to fashion an attack before either someone inside knows about it or
the firewall triggers an alert.
There are a number of open source software packages that can be installed on a
computer that will change it into an IDS system. The most well-known of these are
SNORT which will work on both a windows or Linux environment. Although SNORT
is a free product under the GNU licensing the availability of the definitions is a
subscription service.
The installation of an IDS system makes your business more secure. An attack on your
internet connection with the idea to access the network behind the firewall can take a
long time but if you receive a report on the attack you can make business and security
decisions based on that attack.
Larger organisations sometimes use a concept of a Honey Pot. This is a system that is
tied in with the IDS system but has been set up so that it can be attacked. This attacking
process gives insight into the way a hacker attacks a system and what they may be looking
for. A honey pot is usually used in conjunction with other white hat processes to track
hackers, virus outbreaks and Distributed Denial of Service (DDOS) attacks.
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Chapter 7
CONTENT MANAGEMENT
— Y E S F I LT E R I N G

7. C ontent Management
— Yes Filtering
ADVICE FOR BUSINESS
If you tie in an internet policy with a content filtering system then you can protect
both your business and users from problems associated with accessing content on
the internet.
The availability of such a product can be bundled with a firewall system and if it is too
expensive or staff to manage the firewall are not available then a managed security
solution would be available for your business.

Filtering
How do you stop your users going to internet sites that could be problematic for
your business?
With the scenario below if you have no policies in place, the only thing that you can do
is tell them not to do it again. The fact that they were doing it in their lunch time gives
you food for thought though.
You are the owner of a business that employs 25 staff. You are connected to
the internet and all users have full access to it. You have a staff member who
is looking at inappropriate websites during their lunchtime. One day another
member of staff complains to you about it. What will you do?
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If you combine a policy with a content management system you can not only enforce
your user’s cooperation but also make sure that accessing inappropriate sites doesn’t
happen again. If you had an internet content filtering system in place your users would
be restricted to accessing inappropriate content on the internet.
A properly configured content filtering system will allow your users to access internet
sites that are good for your business but would restrict then from pornography,
gambling and any other of 22 categories of web sites.
A good internet filtering system would also ensure that users cannot be compromised
by going to sites that have not been classed as inappropriate but may have malware
or spyware installed in the pages itself. Furthermore, a content filter restricts users from
downloading applications type files that if they were downloaded would cause major
problems for the business.
A good content filter comes with group management that allows you to separate your
users into groups. Groups can be set up so that certain users have access to Facebook
and Twitter during the day but everyone can have access them during the lunch time
or after work. Group management can also enforce your internet, mail and peer to peer
policies that you have implemented.
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Chapter 8
PAT C H M A N A G E M E N T

8. Patch Management
ADVICE FOR BUSINESS
When an update is released, apply it as soon as possible. If you have the ability to install
Windows Server Update Service (WSUS) in your business then utilise it as it will not
only save you time and bandwidth but also gives you granular control over the update
process. All applications and operating systems should be as up to date as possible.
Never turn off Automatic Updates. Turn it off if there is a legitimate reason – it annoys
me with its constant nagging is not a good reason.
Even applications like adobe reader and Java now have an update process. These
applications automatically check their web sites for the available updates and tells
you that there is a new version to install.
If purchasing a new computer try to get the newest operating system installed.

Patching
You may not want to hear this but all software has vulnerabilities. If the vulnerability is
exploitable should be the issue but everyone seems to focus on the vulnerability itself.
This is not the problem. Not all vulnerabilities can be exploited to a level where they
compromise the system or allow access to the system.
When software is released, no matter what the level, there are always problems
with the computer CODE. There could be code that no longer does anything in
the application or just plain mistakes that were not picked up by the release
process within the business itself.
These problems can manifest themselves in a number of ways.
Code that has been forgotten can be used by other programs without the users
knowledge, there may be whole subroutines in an application that was written to
create a certain feature that was dropped in a later version but never removed from
the application itself.
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Mistakes in the code can have the wrong information transmitted to them during
sub routine or an application call that will allow full access to the application at the
hardware Level. This access can then be exploited by the application or an external
source (read hacker) to gain further access to the computer running the application.
This is where application updates and service packs come into the picture. Everyone
who uses a home computer knows about the automatic update feature. It is usually
that annoying feature that demands that you restart your computer. Originally
deployed as a feature in Windows 95B it has been updated and improved over the
secession of Windows Operating systems in the last 15 years. The latest reiteration of
the Update system for windows now also includes all Microsoft based programs.
So why do you need to maintain your operating system at the required patch level?
The next chapter covers the area of Viruses and Worms but if you have a fully patched
and updated system then they have less chance of gaining a foothold on your
computer. Viruses target exploits in code that allow the installation of itself and then it
is in a position to take control of that component. It could be the operating system, an
application, or just a feature.
Linux based systems have an update and upgrade process from secure locations
on the internet. Depending on the distribution of the Linux version also ensures
the support level. Distributions like Red Hat and Fedora are constantly updated and
improved on by their internet community. Others like Gentoo and Gnoppex are not so
well supported. In the Linux community, there are hundreds of different distributions
and depending on your requirements, they have a diverse utilisation in the computing
and business world.
Apple now incorporates an update process to ensure that none of their code is
exploitable in all of their applications. Ever wonder why you have to update iTunes
every couple of weeks – well that is the reason. Sometimes these updates can also
add new features to the software.
So what do you need to do to ensure your computer is up to date?
The best way is to ensure that all outstanding updates are applied in a timely manner.
Microsoft releases their updates monthly usually around the 19th of each month and
depending on your usage they should be applied as close to that date as possible. If there
was a major exploit with their software they will do an urgent patch release at any time.
Automatic updates checks the Microsoft update site daily when configured correctly.
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To improve efficiency in patch management a business can use WSUS to deploy
updates and service packs.
The WSUS system is good for a business because it does the following:
•• WSUS downloads the updates and stores then in a database that is accessible by
the administrator of the network. These update are then checked (simple search on
the internet) to make sure that they are not going to cause problems with installed
programs and are approved for release to all of the computers inside the network.
•• WSUS can control the installation of individual updates to individual computers or
servers depending on the installed software and programs. This makes for granular
control over your network and the updating the software on it.
•• It makes patch and service pack management relatively easy for the administrator.
In a network of 10 or more computers, this can save a substantial amount of bandwidth,
as the updates only have to be downloaded once and not downloaded by the
individual computers. With a service pack you start to look at a substantial amount
of internet usage.
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Chapter 9
PHISHING, TROJANS,
WORMS AND VIRUSES

9. P
 hishing, Trojans, Worms
and Viruses
ADVICE FOR BUSINESS
The first thing to do is to make sure that your
computer operating system is as clean as possible.
This means that there is a level of housekeeping
that you need to do. Regular scans (weekly),
regular updates for both operating systems
and applications (weekly or monthly) and
regular updates of anti-virus (at least daily).
So what else can you do about all of the
scary things on the internet? A good anti-virus
or anti-spyware package is essential to protect
your computer.
•• Make sure your personal firewall is running when accessing web sites on the Internet.
•• Do not download and install torrent software (music, application and movie sharing
software) on your business computers.
•• A good router and firewall system for your connection to your ISP. Most of them also
have additional components, VPN, IDS and anti-SPAM.
•• Do not access your bank account or financial information from a computer that you
think has been compromised.

Bad things are out there
To everyone who uses the internet this chapter can strike fear into almost every one of you.
Who knows exactly what each of them is and how you can manage them.
Access to the internet is something that is now taken as a right not a privilege but it can
be a very dangerous place. Most infections appear to the user as a slowdown of your
computer (it stops or hangs) or slow connection to the internet, and your browser even
goes to sites that you least expect.
Let’s look at each individual item:
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PHISHING
This is the act of sending an e-mail to a user falsely claiming to be an established
legitimate enterprise (usually a bank or credit union but we have seen phishing
attempts for Cisco, Microsoft and Apple) in an attempt to convince the user into
surrendering private information that can be used for identity theft.
The e-mail directs the user to visit a fake Web site. These fake sites look like the original
site and can be differentiated by the URL in the browser. The fake sites ask you to update
personal information, such as passwords, credit card, and bank account numbers that
the legitimate organization already has. These Web sites are set up only to steal the
user’s information.
Most banks, credit unions and their like will never ask you to update personal
information via an email. Just remember how hard it is to change information on your
banking details when you are on the phone, why would they take that wonderful
process away from their staff. Although it is time consuming you should be happy that
they take the time and effort to confirm who you are and what you want to do. This is
all part of the banking industries “duty of care” for their clients.
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SPYWARE
Spyware is any type of application that is installed on a computer either as a direct
result of user intervention (you install an application that has a spyware component,
usually freeware or software from a “Warez” sites) or unknown to the user that is used
to gather information about the user and upload that information to a third party.
Installation is achieved in the following ways:
•• Drive by installation from a pop up window, either yes or no can install the spyware,
•• Installation as part of what seems a legitimate software package.
•• Through the infection of a virus.

MALWARE
Short for malicious software and is a software package designed to secretly access a
computer system without the owner’s consent. It covers a variety of forms of hostile,
intrusive or annoying software.
Malware includes worms, Trojan horses, spyware, viruses, scare ware and the worst
type, which is a root kit. Malware is a vehicle for organised internet crime and contains
command and control features that can direct information to their internet location.
Some types of malware can even turn your computer into a zombie at the control of
these crime syndicates. Your computer can then be used in coordinated DDoS attacks
on legitimate business or government agencies without your knowledge.
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Do not download and install torrent software (music, application and movie sharing
software) on your business computers. Malware infections are perpertrated through
torrent software and most of the information that is available through the torrent sites
is copyright. So unless you want to have a legal problem, I suggest that you do not use
it. Do not download and install torrent software unless you know exactly what you are
doing. Even when torrent software is set up correctly, it opens up vulnerabilities on
your computer that allows other malicious code to execute. It also allows for external
access to your computer where pornography can be stored without your knowledge.
You shouldn’t be doing this on a business network anyway, but it happens.

VIRUSES AND WORMS
The phrase computer virus is used for a program that has infected some executable
software and, when run, causes the virus to spread to other executable. Viruses may
also contain a payload that performs other actions, often malicious. On the other
hand, a worm is a program that actively transmits itself over a network to infect other
computers. It too may carry a payload. A virus requires user intervention to spread,
whereas a worm spreads itself automatically.
Do you remember the Code Red Worm from July 2001? The Code Red Worm
attacked all unpatched Microsoft Internet (web) servers. The virus gained access
through an exploit that was not only discovered but also patched in March 2001.
At its height, it infected over 500,000 servers on the internet and was a wakeup call
for the IT industry.
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Chapter 10
ACCESS CONTROL

10. Access Control
ADVICE FOR BUSINESS
If you have a server environment then implement access level protection for all of the
data on the server.
One of the most challenging components of security is the complexity that can happen
either by accident or on purpose with the application and interaction of diverse systems.
The need to apply control directly to the data on a server or workstation can ensure that
the data is not easily attainable from outside the organisation.

Access Control Lists
Access control is another level of protection for your business data.
Access control is based on need to know – the type of things they talk about in spy
movies. What does it have to do with today’s business?
Well, in today’s business, there is always a requirement to separate some users from
some data on a network. Management need access to files and documents that they
do not want other people to have access to. The larger the business the more there is a
requirement to segregate your business data.
This “need to know” concept means that there are a number of processes that can be
put in place to protect that data. The process of allowing certain groups (HR, Accounts,
Marketing) to have access to the correct data will ensure that those groups have access
to the data that they need to do their job but do not have access to the information
that they do not need. Having the marketing department
having access to the HR information on staff could
cause you problems within your business.
By using access control within your business
means that you also have control over
people and groups within your
organisation. In higher security
environments Access control allows
for management to be able to track
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leaks through email or data theft by seeing who has access to the data and from there
extrapolate on who may have leaked the information. The introduction of auditing
(Chapter 14) will make the process of tracking theft and leaks easier by seeing who
actually accessed the files and when.
One of the biggest problems for a business in today’s IT environment is keeping control
over portable devices. Information can move out of your business on a number of
items. Information copied to USB drives, SD Ram Cards and hardware items (Camera’s,
iPods, etc.) that can dock with computers and laptops in your business is hard to detect
if there are no tracking systems in place. If you need to manage the flow of information
to your employees, then looking at controlling hardware access to your data is a
significant subject to think about.
The other feature of hardware devices is that they can inject Malware and / or spyware
directly into your network if a good anti-virus application is not deployed across the
business. On top of this a disgruntled employee can be removing business critical
information without your knowledge and could be selling it to your opposition.
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Implementing access control on your business data tracks if someone does connect
to your business, through improperly configured VPN, Wireless or gaining access
some other way. You have another level of protection on your business data. If you are
deploying two‑factor authentication for the VPN and Wireless network access then
this should not be a problem. If you are using single log on access for the complete
process then we would recommend that the connection process use a different
user name and password but assign that username explicit deny access to all
of the system.
Access level protection can also reflect the access users have to other users email.
The delegation of the “send as” ability should be used sparingly within a business
or organisation.
This is additional protection for your data.
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Chapter 11
SPAM

11. SPAM
ADVICE FOR BUSINESS
Common sense is your best protection.
If it looks like SPAM – then it probably is.
If it is offering you something for nothing
then it is SPAM, If it was sent by you to you
then it is SPAM (unless of course you
routinely send yourself email).
Fighting SPAM is a reactive process and requires
a little vigilance from you as the recipient. Even with
high end anti-SPAM solutions, SPAM will still get through
occasionally as the system reacts to the new patterns and compensates for them.
SPAM is also something that will be around for a while, because it is the most cost
effective way to sell products that no one seems to want.

SPAM
You know it, you are bombarded by it, and for most of us SPAM is that load of email
that we sort through every morning when we get to work. For some it is a constant
battle to keep your inbox clear of the entire non-essential bumph that seems to appear
no matter what you do about it.
Just a trivial note – 75% of all traffic on the internet is SPAM (ISP report November 2008).

L E T ME E XPL AIN HOW IT ALL WORKS
There are a number of ways that you end up on a SPAM list:
•• Filled in a form on a dubious site.
•• Downloaded software from a free software site and filled in the web form.
•• You have opened or answered an email that you thought was legitimate.
•• Been targeted randomly – they have sent out emails to all of the names – A to Z for
a certain domain. This is done by a program and can generate millions of email.
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PRO T EC TION FROM SPAM AND SPAMMERS
Email addresses are picked up by the internet spiders and added to the lists that are
then traded by the SPAMMERS. If you have a website do not put an email address on
your pages unless:
•• it is programmed to open an email form on the site,
•• it has a complete enquiry form on the page,
•• you write the email address on the page without the link, or
•• you encrypt the address so that it does not appear as an email address.
Do not click on “remove from list” on any email that you believe is, may be or could be
SPAM. All this does is confirm that your address is live and the SPAM will increase as that
confirmed email address goes around the SPAM lists.
If you have a choice have an email address that is different.
Do not use standard email addresses for your business such as sales@, support@ or
accounts@ unless you can protect that mail box or distribution list.
Use the SPAM or Junk file components of outlook on the tightest setting. This only
allows email in from people in your contacts list. If you do this you may have to also
keep an eye on the junk mail folder and sort out all mail that is legitimate and move it
to your inbox. Once this has been done then a daily or weekly check will ensure that
you do not miss important email.
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THINGS YOU CAN DO TO REDUCE THE SPAM
SPAM protection
There are a number of ways to protect your inbox from SPAM using external means.
No matter how you are fighting SPAM it is always a reactive process! New attacks are
sometimes caught in the heuristic scanning but the systems have to learn the new
patterns before they can stop that new type of SPAM. Depending on the product this
can take 24 to 48 hours. The three main ways of protection are:
Integrated SPAM blocker – usually a component of your antivirus program and can
be used to reduce the level of SPAM coming into your inbox. Most automatically place
the suspected email into the SPAM folder, usually only work with Outlook and outlook
express but there are a number that do other email programs.
Stand Alone SPAM Blocker – usually an external system for business – installed
on a server that removes SPAM using predefined rules before it gets to the mail
server. These systems also have antivirus components and systems that also remove
executable attachments.
ISP and cloud level Filtering – This is done as part of your ISP account or done
through a cloud offering from companies like WebRoot, Conxion and can be managed
and changed by logging onto the “tool box” of your ISP account. The good thing about
this is that the SPAM that is removed is done prior to using your ISP connection. In other
words your SPAM is not downloaded to your account saving you bandwidth.
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Chapter 12
WIRELESS SECURITY

12. Wireless Securit y
ADVICE FOR BUSINESS
A wireless access point (AP) can be a very real problem in regards to the security of your
business. The best wireless access point should be configured in the Demilitized Zone
(DMZ) thus allowing a high level of protection without losing the usability and freedom
that a wireless AP can give to a business. If you do not have a DMZ then the next best
system is to use TLS and SSL security.

Wireless
Let’s start with a brief description of a wireless network. A wireless network is a
connection of computers, server, access points, printers and smart phones and tablets
that are not connected to any hard networking features. The information between all
points on a wireless network is transferred using the setup that the device connected
to the network as it key.
A wireless network is designed for convenience but can be one of the biggest holes
in your business security. In today’s wireless world it is becoming more and more
important to allow access from wireless devices – PDA’s, Smart Phones, Tablets and
laptops – in your office.
Configuration of a wireless system is, again, a problem that needs to be tackled correctly.
You do not want to be in a position where anyone has access to your network through a
wireless access point and also you need to ensure that all users of the network are using
the system correctly.
The wireless network has similarities to a VPN connection in that they need authorisation
and encryption to work properly. Once connected the network transfers all information
as encrypted ensuring the privacy of the data transfer. There are a number of businesses
who have wireless component set up that require no code to access.
The recommendation for initiating a wireless network for your business is you need to
think about how your users will connect to the wireless network and also the reasoning
behind requirement.
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There are a number of thought concerning a wireless network that require an in-depth
look at the business requirements for implementing the system.
One of the other dangers to a business is a “rouge wireless point”. These are systems
that have been set up on a network by unauthorised user, mainly for convenience, that
are connected to your wired network. This connection allows unauthorised access to
your network and can be used to access your network illegally. A scan of your network
regularly will allow the business to track down the access point and remove it.
The wireless access to your business needs to have the highest security that is available.
There are four ways to connect to a wireless AP. The first way is to have no encryption at
all, a user connects to the AP, accepts a terms and conditions clause and away they go.
This is being done all over the world now by placing AP in coffee houses (Starbucks),
shopping centres and airports. The problem with this type of connection is that there
in no encryption component on any of the traffic going between the computer and
the AP. This traffic can be read and analysed and used by others in an illegal way.
There are ways of using this level of access for your business but it requires that your
users have a higher level of understanding.
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The second way to connect to the AP is via WEP encryption, which is old style
encryption and in today’s world of high speed processors can be cracked within a
couple of minutes. If you have a choice do not use WEP but there are still Operating
Systems in the business world that can only go to the WEP level. If this is the case
upgrade Immediately.
The third way is Wi-Fi Protected Access (WPA1 and 2); WPA is a higher level of
encryption and requires that both the operating system and the AP have a WPA
component. WPA connects using public key encryption technology to ensure that all
traffic that is transmitted is encrypted at the source.
The last way is to usually done using a third party software package connecting to a
specific AP. The connection is encrypted using user name and password and also an
TLS or SSL certificate.
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Chapter 13
BEST PRACTICE

13. Best Practice
ADVICE FOR BUSINESS
In the business area any edge over your competition should be utilised to sell more
products or services. Best practice can be implemented in a business to ensure that the
business is in the correct position to profit from that competition.
Implementation of best practice is as close to common sense as possible – if a best
practice will cost you your business clients, your market share or your business then it
would be silly to implement that level of loss. If a best practice is going to improve the
bottom line then it would be logical to look into it and implement it.
For small and medium businesses best practice can be implemented with the help or
employment of a managed service provider.

Best practice and Information Technology Infrastructure
Library (ITIL)
I mentioned best practice in my introduction but I would like to go into it further here.
Best practice is something that is thrown around by the large managed service companies
and is usually tied in with a system called Information Technology Infrastructure Library
(ITIL). ITIL is a system of management that is used by government and large corporation
to manage their IT systems. Not to say that small business cannot apply the ITIL system
and there are a number of features that benefit a small and medium business and
not‑for‑profit organisation.
ITIL started as a series of books designed to standardise business practice around the
IT side of business. The disciplines started off with two books – service support and
service delivery.
Service Support discipline focuses on the user environment and is designed to ensure
that the users of the business have access to the information that they need to do their
job. It is involved in changes to the environment, updates to systems and helpdesk.
Service Delivery is designed as the first point of contact and also as a single point of
contact and provides an interface into the other components of the ITIL disciplines.
This is the area that manages the Help desk and how the users report, monitor and
rectify problems associated with the IT infrastructure.
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The Service Delivery is designed to ensure that all users have access to a full range of
services these include incident, problem, change, configuration and release management
and the whole raft of services are managed under a service lever agreement.
The next five disciplines are for operational guidance and include ICT infrastructure
Management, Security Management, Business Perspective, Application Management
and Asset management.
There have been a further two books published to bring the total up to nine. The final
books focus on Planning and implementing Service management and small scale
implementations of ITIL.
ITIL Version 3 has been released recently and has incorporated some of the features and
areas of expertise into less process areas. There have been criticism of the ITIL system and
they are:
•• For small and medium business it is very hard to implement as the environment of
the business will not support the cost and intense requirements.
•• Training and cost of entry is very expensive with very little short term return
on investment.
•• In a growing business the implementation of an ITIL framework is hard to achieve
without changing some of the components.
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For small business, implementing a help desk and a support system internally could
be very expensive. Alternatives to this would be the engagement of an IT Support or
network support company.
So where am I going with this? Best practice for a small or medium business would be
to look at the availability of a managed service provider (MSP) who would deliver your
help desk requirements.
Worldwide there are now a number of very good MSP’s delivering high end technical
support to small business. If you are looking to employ an MSP then there are a
number of features that you need to look into:
•• They should be a member of the MSP alliance. This group supplies an ethical
framework for all of their members and ensures that you are getting a support
company that will be ethical in their dealings with your business.
•• They should be proactive as well as reactive to your business environment. Reactive
by supplying a good helpdesk but also proactive with network management tools.
•• They should bundle a number of features with their offering: Help Desk, Monitoring,
Vendor support, CIO, IT manager.
•• Deliver historical data and reports based on your business experiences.
Best practice again comes down to common sense. If it doesn’t make sense to do
something within the designated framework then change the framework to produce
the results that you are looking for.
Big business and government departments are too rigid in the interpretation of
frameworks like ITIL, which makes them hard to be reactive in a changing technology
environment. Governments departments and big business always want the newest
and the best (software, Hardware, systems) but the management framework to
support these systems is sometimes lacking.
A small or medium business can implement smart phone, tablet and cloud
infrastructure with minimal impact on the business but that implementation needs to
benefit the business direction. The initial implementation, if done correctly, could give
the business an edge over competition. Although technology is no longer the leveller
it use to be, the application of best practice at the business level ensures that small and
medium business are in a better position than some of the larger players in their fields
to be reactive to their customer requirements.
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Chapter 14
P O L I C Y, P R O C E D U R E ,
COMPLIANCE AND
I N F O R M AT I O N = S E C U R E

14. P
 olicy, Procedure,
Compliance and
Information = Secure
ADVICE FOR BUSINESS
No matter what stage of the business
cycle you are in, even as a single person,
then you needs to implement policies,
procedures, compliance and information
to ensure that the business is on a good
footing to increase in size and direction.
As a small business the more
information that you can remove from
that fine business brain that you have
and get it onto paper then the better
it will be for your business. I can hear
you all now – I don’t have the time to
do that. There are a number of ways to
create business processes and policies.
You can write them down, dictate them
and then transcribe them or video
record them and transcribe them to
rules and regulations.

A user wants to go to Facebook during
business hours.
The internet policy of the business
states that only the marketing staff can
go to Facebook during working hours.
The policy also states that Facebook is
available 1200 – 1300 or after 1700 for
recreational and none business use.
The Firewall that is in place ensures that
all staff that are not in the marketing
group can only access Facebook within
the specified time period.

Once this process has been done all
you need to do is polish it up and give
it to your book keeper, receptionist or
even your other half when they don’t
have anything to do. You then know
that no matter who you get to do the
process that it will be done the same
way each time.
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Policies and procedures
The implementation of policies and procedures will ensure that the information
and data that you require for your business will be available to the right people
at the right time.

P OLICY
A policy is a rule that is designed to help the business. By protecting the business and
the users a policy will give direction and ensures everyone knows what they are doing.
The best example of a policy for a business would be an e-mail policy or an internet
policy. This type of policy would step out what the business expectation is of the staff
while also ensuring that the staff know what is covered in the policy, what they can do
within the constraints of the policy and what happens if they step out of line.
A Policy at this level can also be enforced
by technology so that the business can
be sure that the policy is adhered to.
By implementing this policy the
business is increasing productivity
and also enforcing what the business
believes to be important.
Policies can also force users to change
attitudes. By applying a group policy
on a business that locks your computer
after 10 minutes will ensure that all users
no longer leave their computers open
when they go to lunch. Just a small
change like that will tighten up your
internal security.
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In PMG the use of procedure ensures
that all managed services processes are
carried out correctly no matter who is
doing the procedure.
The daily routine procedure can be
done by anyone within the organisation
from the highest paid technical person
to the apprentices
If a step is skipped on a routine
management process, something
critical like a problem backup may be
missed and that problem could expose
the business to external problems.

PROCEDURE
A procedure is a step by step process to achieve an objective. Most businesses have
a business manual that has all of the business procedures written up in it. These
procedures are designed to make sure that all processes in the businesses are done
the same way every time.
Why would you need to do this? Variation on a process can create problems within a
business. The missing of a critical step can endanger the business. So procedures are
designed to ensure that all of the processes have the same outcome no matter who is
doing the task.
A process is also a living think, if a change to the process or procedure will ensure
better performance then the procedure needs to change. This is one of the corner
stone’s of quality control – the ability to improve the process or procedure through
constant vigilance.

C OMPLIANCE
We are surrounded by compliance
requirements for most businesses.
This compliance comes from just
being in business. A business has
to comply with the tax laws of the
country that the business is in but
how many other compliance areas
do you have to adhere to to do
business. Noncompliance to a set of
rules and regulations can have both
criminal and civil repercussions.
The two biggest areas of compliance in Australia are Australian Securities and
Investment Commission (ASIC) and the Australian Prudential Regulatory Authority
(APRA). There are other compliance systems that you have to have in place for a
business as well. A businesses duty of care to its staff comes under the workplace
requirements but it can also include the management and protection of the
equipment that they use.
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INFORMATION
General information for your business should be available for all staff members. You
should have a “New Staff Member” induction process to ensure that all staff have a
basic knowledge of the business, what they can expect and the expectations of the
business and also what is considered appropriate. The induction process should also
explain if the member will receive equipment from the business and the use and
misuse of that equipment.

WHY IS IT NOW SECURE
Why does the application of policies and procedures and the availability of that
information make your business secure? The information that is inherent within your
business is critically important and the way that information is displayed to the world
is a component of your business. The strategy that your business uses to go to market
is unique and no two businesses are the same. This means that new staff need to be
indoctrinated with the way your business does business. This is done through the
information process.
If all users and staff members are all focussed the same way, use the same procedures
and are managed under the same processes then you can be secure in the knowledge
that everything that is produced will be in the best interest of the business. This is a
secure way of looking at your business. The application of these policies and procedures
makes the business more standardise and enables the business to get accredited.

62

T h e Ba s i c s o f Bu s i n e s s In f o r ma t i o n S e c ur i t y

Chapter 15
AUDITING AND
D ATA P R O T E C T I O N

15. A uditing and
Dat a Protection
ADVICE FOR BUSINESS
If you are concerned about your users having access to business critical data that is not
a part of their job then the deployment of an auditing system is vital for the protection
of that data.

Auditing and data protection
Audit of financial records has been around for decades. Originally this level of auditing
was in place to ensure that there was no one stealing or moving money to places
that others did not know about. This level of auditing enable tracking of all financial
transactions and also allowed an auditing process to follow behind. The second level
of auditing was usually done externally to ensure there was no impropriety within
the business.
In business today, that has not changed much for financial records. The process of
auditing is important in protecting your business technical information as well. The
auditing process, once turned on, can tell you as a business owner or manager if
there has been access or attempted access to your business data, your system or
your network.
When logging and auditing is configured correctly, it will tell management a large
amount of detailed information about access to the network and changes to the systems.
Normally auditing is only turned on for failures but there maybe times where both failure
and success of a change would need to be tracked. The investigation of a number of
failed access logon’s can tell management who has been trying to access your data but it
can also tell you what and when the access was tried. The tracking of successful changes
can usually tell a lot more and can define what all users were accessing.
Depending on the level of security that you have implemented to protect your
data the audit logs can tell if the attack is internal or external. If it is external then by
checking firewall, intrusion detection and system logs you will be able to tell if they
have achieved their purpose.
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If your business relies on the retention of business information of your clients (lawyers
and accountants) then you need to have additional security as your duty of care to
your clients. The highest level of protection at the internet level, through the system
and onto the level of data protection is critical for your business reputation.

DATA PRO T EC TION SYST EMS
In todays world of secrets getting out to wikileaks what other ways do large
enterprise businesses protect their data in their business? Along with audit tracking
there are software pakages that allow large corporations to track access to files in
a more granular fashion. These packages can allow a business to restrict access to
files by hiding them from searches, hiding the name and contents of the document
completely or either component and if they are found not allowing the document to
be opened or allowing the document to be read but it cannot be printerd or emailed.
These type of systems are relatively expensive but rights management from Microsoft
allows a certain level of protection on documents. Rights management can allow a
document to have a certain level of protection, who can open it, who can email it and
if it is emailed who can open it and print it.
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Chapter 16
EXTERNAL SECURITY
AND NETWORK AUDIT

16. E x ternal Securit y
and Net work Audit
ADVICE FOR BUSINESS
If you are concerned about the security of your business and have had someone
internal or an external provider managing your security then I suggest that you get an
external audit done. If nothing is found then you have a great platform to go forward.
If something is found then you can fix it before it becomes a security issue or you can
mitigate the risk in some way.

External auditing
There are other versions of an extreme audit for your business. A complete network
and security audit is usually done by an outside organisation and they are there to
make sure that your business is as secure and stable as possible. To ensure that your
business is protected the audit will look at a number of items:
•• User names and passwords – what level of password complexity is in place and
does it need to be higher. Access to the system is audited when a user name and
password combination fails.
•• Internet based access – does your business have a internet and email policy. Does
that policy include Peer-to-Peer and instant messaging components. Does it explain
what is expected of the users and the repercussions of failure to follow the policy?
•• File access permissions – Do all users have full access to the business data and if so
can this be tightened up.
•• Backup – is there a backup process, does it involve offsite storage, is it dependent
on human intervention. What media is it being backed up to and is there a
requirement for historical data access.
•• Disaster recovery and business continuity – does the business have a DR and BC
plan. Has it been tested?
•• Physical security – are the main components of the business in a location there they
cannot be seen from outside and also they are secure from internal access.
•• PC and laptop – Do local users have full access to the operating system. Why is this
necessary? Do all systems have anti-virus and is it up to date. Is the operating system
and applications updated and patched regularly?
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•• Remote access – do users have access to the system remotely. What level of access
do external users have?
•• Servers, routers and switches – Do the servers have anti-virus. Are they patched
to the latest level, is access to the server allowed from outside the business and
who has that access. How secure is the administrator / root password. Is there any
unauthorised hardware or software on the network?
•• Internet / external network – periodically do a penetration test on the network.
Is there a DMZ in place and is it configured correctly. Are all of the configurations
documented? Is there an IDS in place to record attempted penetrations.
•• Wireless – has the wireless been tested. Check what level of encryption is used to
access the network. Is the AP in the DMZ and if so do users have to VPN into the
main network.
•• Logging – What level of logging has been implemented? Where the logs are stored
and how long are they kept?
•• Smart Phones and Tablets – is the use of these items documented. Can a stolen
product be disabled remotely?
•• Documentation and Change management – is there a manual of policies and
procedures available for all staff. Does staff know the processes. Is there a change
management process in place and who signs off on it?
Ever heard of an Ethical Hacker? These are people who do penetration tests on your
business but only after you have asked them to do it and to protect themselves they
will ask for written permission to do it.
To employ a company to do an external audit will cost upward of $2000.00 but it is
money well spent to ensure that your business is safe from the outside world and any
unauthorised internal attempts can be tracked. An external audit also ensures that
the configuration of all security devices is done correctly and there is no accidental
exposure to the outside world.
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Chapter 17
END GAME

17. End Game
So here we are, at the end of the book. As a small, medium business owner or not for
profit organisation I hope that you have gained some knowledge out of this book. The
information that I have put into this book should be a start to how you will protect the
data that you keep within your business. Armed with this information your business
can now make management based decisions on what you have in place and also what
you need to have in place as a duty of care for your staff and clients.
As a business in today’s world the protection of your data, information, reputation and
more importantly your client’s information is critical to your business.
The implementation of business security for any business depends on the business and
how ethical that they want to be with that information. In no way am I saying that there
are people out there who do not care about the security of their business but there are
a lot of businesses who have the attitude that it “won’t happen to me”.
To those people I say this.
Yes it will. In today’s world, if you are connected to the internet at anything greater
that a dial up ( a dial up is not worth a hackers time but if the data at the end of the
connection is worth it then someone will try to get at it) connection then you are
exposed. The more protection that you put into your business in the way of protecting
your information the better your business will be.
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There are automated processes that hackers apply to all internet connection, these
automated processes probe and test the connections. It is no longer done by someone
trying to get in. A script runs a series of processes that confirm what firewall you are
running, what it behind the firewall, what applications are in place and if they have
been patched to the right level.
Once these processes have been done and a vulnerable system is discovered then a
hacker does one of two things: either they get involved and try to get more information,
they sell their knowledge to another hacker for either money or favours or they do both.
Not all hackers are geeks who live in dark rooms and survive on Coke and pizza. One
of the things that a hacker may employ is social engineering. This is where someone
could ring you and ask you for your username and password. In a small business, this
is relatively hard to gain access to but always be aware of this type of attack. The larger
the business then the more vulnerable you are to it. You can protect yourself from
social engineering with education and a good policy in your business.

FINALLY
For a small or medium business or not for profit organisation you need a framework
to secure your business information. From where the data is located, you need to:
•• Protect the data on location and in transit.
•• Build business resilience into the company though changes to culture and attitude.
•• Create a disaster recovery and business continuity plan that includes data backup.
•• Protect the business with a packet level firewall.
•• Add secure wireless access for smart phone, tablets and laptops.
•• Add VPN for road warriors and home users.
•• Report and track all unauthorised external access through the firewall.
•• Protect your users and data with anti-SPAM, anti-virus, content filtering and
restricted internet access.
•• Create and follow best practices that suit the business.
•• Set up processes and procedures for the staff to standardise business.
•• Configure data access and auditing to see who has access to what files and when.
•• Follow the compliance and regulatory requirements of your business environment.
•• Finally ensure that all software and hardware is patched to the correct level.
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This framework will ensure that your business information is secure. It will also allow
your business to react to problems with the correct response but better still will allow
your business to improve or be in a position to take advantage of any situation that will
improve your business. Your business will be more agile.
The information in this book is a basic introduction to business information security.
The uniqueness of each business means that you alone know what you require to
protect your business and reputation. You can now either do all of the work yourself,
employ a technical person with a good understanding in business security or
employing a managed service provider who can give you a total solution to suit your
business requirements.
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Chapter 18
TECHNOLOGY TERMS
AND ACRONYMS

18. Technology Terms
and Acronyms
CL OUD C OMPUTING
Cloud computing is the next evolution of the internet. Cloud computing uses a set of
hardware, software, storage, networking and security to deliver software as a service
(SaaS) to a business across an internet connection.
Local hardware and software at a server level is no longer needed and the
capital expense of implementing on site infrastructure can now be used in
an operational environment.
Cloud computing gives the business the following capabilities: the business is more
elastic as it can grow and shrink its required infrastructure as needed. The cloud
guarantees service levels and security and there are no large expenses for the
business to implement.

TCP/IP
Trying to condense the idea of internet communication into a paragraph or two is
difficult but here goes.
Transmission Control Protocol (TCP) and Internet Protocol (IP) are the way the internet
communicates. There are a lot of resources on the internet that explain TCP/IP. Version 4
is based on a system of binary numbers that are separated into four octets (0.0.0.0 –
255.255.255.255) called addresses.
Certain areas (addresses) of the numbering are reserved for specific uses – private
numbering that anyone can use internally for their network. All the other addresses are
assigned to specific users / businesses / ISP and are tracked by an overseeing body. All
connections to the internet need an IP address otherwise they cannot communicate.
The transmission component of TCP/IP requires that the transmission of the
information is in a specific sequence. If the receiving station does not receive the
transmission in the correct order it will either re-ask for the missing packets or it will
drop the whole transmission.
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P ORT FORWARDING
All applications have a port that they use on the internet and all traffic associated with
that application can be categorised to a specific port. This is one of the concepts that
make the internet work so efficiently. Some of the more popular applications and their
ports are email – SMTP = 25 and POP3 = 110, Web sites http = 80 and https (secure
websites) = 443.
There are 66635 ports available on the internet some have been allocated to specific
application but others are dynamically assigned on request every time you make a call
to the internet.

DNS
The IP protocol is also used to ensure delivery to the right place through routing on
the internet. When you type in a www.whereIWanttogo.com address into a browser or
send an email to @myfriend.com the system looks up the address on a domain name
server (DNS). This translates the written request into binary then sends the information
across the internet to the correct place.

C ODE
The programming language that is used to create a program is called code.

WIREL ESS ENCRYP TION
WEP
Wired Equivalent Privacy (WEP) is a security algorithm for wireless networks. Its
intention is to provide data confidentiality comparable to that of a traditional wired
network. WEP is widely in use and is often the first security choice presented to users
by router configuration tools. Two methods of authentication can be used with WEP:
Open System authentication and Shared Key authentication.
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WPA
A security protocols and security certification programs developed by the Wi-Fi
Alliance to secure wireless computer networks. The Alliance defined these in response
to serious weaknesses researchers had found in the previous system, WEP.
WPA also includes a Message Integrity Check. This is designed to prevent an attacker
from capturing, altering and/or resending data packets.

TLS / SSL
Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (SSL), are
cryptographic protocols that provide communications security over the Internet. TLS
and SSL encrypt the segments of network connections above the Transport Layer,
using symmetric cryptography for privacy and a keyed message authentication code
for message reliability.

DMZ
Demilitarized zone is a physical or logical network that contains and exposes an
organization’s external services to a larger un trusted network, usually the Internet.
The term is normally referred to as a DMZ by information technology professionals.
It is sometimes referred to as a perimeter network. The purpose of a DMZ is to add
an additional layer of security to an organization’s local area network (LAN); an external
attacker only has access to equipment in the DMZ, rather than any other part of
the network.

MANAGED SERVICE PROVIDER
Paradigm Management Group is an IT support company whose mantra is Trouble
Free Technology. That mantra comes through on everything that we do to ensure that
your business and the users in your business have as little problems with technology
as possible. The security program is an extension of that mantra. PMG only implement
programs and systems that deliver Trouble Free Technology to our clients.
PMG are an active player in the Australian security space. Members of our team have
been instrumental in the building and patenting of the WebSafe Security System that
allows granular control over internet access at the ISP level. Furthermore, all members
of our team have high-level vender qualifications from Cisco, Microsoft and Fortinet.
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