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Forward
Unfortunately no one wants to spend money on Cyber Security
and cybercrime prevention until there is a breach, then it is an
open check book, spend what you want and in a number of
cases everything and anything is purchased under this issue.
Here are a couple of facts:
−

−
−
−

−

The government does not have the resources to
protect you against hackers and the havoc they can
cause. There are far more hackers than government
agents and law enforcement experts, so you have to
protect yourself.
Cyber security requires a proactive approach, not
simply defensive.
Everything can be attacked, most often successfully
Attacks are usually discovered about six months after
they have occurred; sometimes longer. By then,
extensive damage can occur, subjecting organizations
to huge liability, loss and at time failure
Insecurity of mobile devices from spyware and
malware can affect your networks and infrastructure.
There are more and more attacks on smartphones
which can compromise data that belongs to your
organization and can allow direct access into your
network
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There are serious emerging threats to cloud-based systems
that need to be understood and effectively dealt with
The tactics of attackers is crossing many sectors, and they are
sharing intelligence to focus their attacks. There is an
evolution of new adversaries with targeted attacks with
advanced technologies that are more sophisticated and
difficult to keep pace with. The sophistication of cybercrime is
causing trouble for investigators because they are networking
and collaborating with each other
Emerging technologies represent new potential avenues for
criminals to exploit
Security of data is inconsistent across industries. For example,
most government or banking industry sites are relatively
secure and an attacker will rarely directly pursue them. The
weaknesses occur in service providers to those industries not
being held to the same standards that the larger companies
are required to maintain which causes an easy entry point
(Larry Magid)

Change is inevitable and constant. We are seeing change, in
the form of new technology, at a rate never seen before in
human history. It doesn’t matter whether you like it or not;
there is no way to avoid it. In this rapidly changing business
world, the role of the CEO, manager or owner of an
organisation has also changed.
The CEO, manager, C-level management and board members
are expected to provide guidance and direction to other staff.
In some areas of business, they really are the high-flying super
people we picture when we think of CEOs, but when it comes
to technology, a lot of management personnel are inadequately
2
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prepared for the times that we live in. From understanding
social media and how it works within the business, to
understanding cyberspace, it all presents a challenge.
I like to use aphorisms when I write. There are two sayings
that come to mind when I think about business cyber security.
The first one is "If you give a person a fish, you feed him for a
day, but if you teach him to fish, you feed him for a lifetime.”
When it comes to cyberspace, there are two different ways to
protect you. You can throw technology at the problem—a fish,
or you can build a protective system around the business—
fishing.
The second saying is "paranoia is your friend.” This is a
Rogerism. When it comes to using the digital world, the art of
paranoia will change your outlook and protect you from the
bad people who inhabit the cyberspace arena.
When writing, I also try not to use technical terms. When I
read a technical explanation of something, I usually have to
mentally translate it into normal English before I can
understand it. In this guide, I've tried to do that for you. Some
things cannot be explained without technical language, but
most can. So, in this guide you will find mostly easy-tounderstand advice.

The Manager’s Attitude
As part of the management team, a C level executive or a
board member, you usually have access to high-end internal
information. Critical Intellectual Property (IP) refers to the
results of decisions made within the business regarding what
is happening within the organisation, the direction the
organisation is going, and the products and services that will
3
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be sold. This information, or rather the business IP, needs
higher protection than normal everyday data, the data that
your general staff manipulate to create revenue and generate
profits. What level of protection do you put around your board
papers? Too often none at all! They are emailed out;
sometimes a secure download site is utilised, but not always.
There have been several major cyber security breaches in the
last couple of years that are direct results of management not
thinking about the information that they have access to. We
are often more concerned with access being convenient rather
than protected. Breaches come from unsecured wireless
access in coffee shops, weak passwords, unencrypted laptops,
tablets and phones, and releasing sensitive information via
social media--we hear these stories in the news. It is amazing
that CEOs still so often have such a relaxed attitude regarding
cyber security.
Numerous cyber security issues result from this attitude.
Some management think they are above the cyber protection
requirements of the business. The number of times that I have
come across a CEO with the attitude that I want this <<insert
newest technology here>> to do my job is staggering. In some
cases it is peer group pressure – “Other CEOs have it so I want
it too.” Or they have been convinced by the sales team of the
product and believe it will benefit them in carrying out their
job.
New and shiny is always a talking point at meetings, isn’t it?
New and shiny may work for some industries but will it work
for yours?
In most cases there is no risk assessment, no risk management
on changes made within a business, and they are often pushed
past the ICT team because of the "I want it" attitude. "I want it,
4
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so make it work.” This attitude is never helpful, but it is even
worse when it comes to protecting the organisation from
cybercrime.
The introduction of the iPhone in 2007 and integration with
exchange email are a classic example of this. When the iPhone
first became available it was the best thing since sliced bread.
Management required it to have access to exchange email,
which was the justification for the business purchase, never
the fact that it was cool.
There was no consideration for firewall rules, IP being
available outside the organisation or lost and misplaced
phones. The driving force behind it was the management
requirement to have access to email anywhere, anytime. The
ICT people were told - make it happen!
As C-level executives, management or board level, this is a
bad attitude to have. Not only does it create friction within the
business, but often cutting edge technology has problems.
Integrating it into normal working environments can be a
nightmare. Just remember the rush to get the newest
technology to the public and cover the development cost
usually means a lack of security. In most cases security is a
last thought, not a first, in the development cycle of a product.

So Where Do You Start?
There are a number of questions that you need to ask yourself
when looking at improving your business cyber security.
What protection do you have in place at present?
It is important to understand how long the road will be before
your small or medium organisation will be where it needs to be
5
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in regards to protecting your intellectual property, your staff
and users, your critical information and your critical
infrastructure. This is where the plan comes into it. Take a
look at the quick organisation security checklist (Appendix A).
If you have an incident right now, what will your response be?
More importantly, if you had a critical situation right now - a
computer gets a virus, an insider steals your information, a
hacker gets into your network, or you have a total system
failure - where would your business be?
−
−
−

How much money would you lose?
How much trust would be misplaced?
How big an impact on revenue and growth would the
organisation experience?

6

Introduction
We are now reaching the end of three decades of the
internet's existence and six decades of computer power. (At
least as we understand it—there was a steam-powered
computer in the late 1900s.) In the late 1930s, a computer built
at Iowa State University was the first to use binary code;
during World War II, Alan Turing used the computer Colossus
to crack high-level German communications. These were the
first real computers.
What has changed? In the intervening years, we have seen
computers reduce in size from entire floors in buildings to the
size a wrist phone (with more power and capability). We have
witnessed the increase in workable memory from eight
thousand to millions of terabytes. We have witnessed data
storage expand at the same levels, and we have seen
processing cycles speed up from tens to billions of
instructions per second. The complete workings of NASA to
put Neil Armstrong on the moon can now be done on a single
smartphone.
That's just computer capability.
What about the internet?
Created as a way for universities in the U.S. to communicate, it
has now become simultaneously the most overused and
underused communication system ever invented. It is overused
because every possible human activity has been done on the
7
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internet; it is underused because we have seen only a tiny
fraction of what the internet will do for human beings in every
facet of our lives.
The changes have been dramatic, and the evolution of the
internet is only in its baby stages. What this beast will be
capable of in the future is mind-boggling.
But at the same time that cyberspace has been opening up
possibilities for us, it has done the same for criminals. The
internet is a gold mine for them. In their eyes it is irrelevant
that it is YOUR money, YOUR intellectual property and YOUR
client and staff information that they're using to make a profit.
They are after it and they will use any tactic they can to gain
access.
So let’s take a quick look at those criminals. In the old days,
even back to Neanderthal times, humans committed crimes
against each other. It was usually one person victimising
another person. Whether it was theft or violence, it was oneon-one.
With the invention of banking in the ancient world, large
amounts of wealth were concentrated in one place. In the
1800s and 1900s, the ever-growing amount of money stored in
banks became an increasingly tempting target for thieves,
especially when it was being transported by stagecoach or
train. The crimes became one against many. Stealing money
from a bank involved one person or a small group of people
victimising a larger group: one against thousands, tens or
hundreds of thousands.
Those crimes are piddling by today's standards. In 2010,
hackers broke into the Sony website. They were after data on
Sony's customers, the information that made up each person's
cyber persona. In this case a small group of people stole from
8
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28 million people. In 2013, we had the Adobe "hack." A small
group of criminals stole not only millions of people's
information, but the source code for one of the most widely
used software platforms on the planet. The amount of damage
that one person can do has risen exponentially.
When John Dillinger was questioned by the police, he was
asked why he robbed banks. To me, his answer was pretty
obvious—"it’s where the money is.” Today the internet is
where the money is.
Where else have the bad guys used technology well in
advance of law-abiding people? In the 1980s, the pager was
the newest and best invention for corporate people in firstworld countries. Pagers were used by executives, doctors and
dentists. They were also used in the drug trade. Lookouts used
them to alert drug lords and other criminals when the cops
were coming.
In the 1990s, drug barons in Mexico decided they were sick of
having all of their messages and telephone conversations
captured and recorded, so they did something about it. They
could not rely on their minions to understand high-end
cryptography to keep information secure. To solve this
problem, they built their own mobile phone network. This
network included towers and infrastructure in all of the
Mexican states; it included the encryption of all mobile phone
traffic at the system level, and their own SIM cards. Law
enforcement was helpless, and the system operated for five
years. It was not until a senior drug kingpin was captured with
his phone intact that the FBI was able to close down the
network, but even then they had moved onto something else.
Terrorists, too, adopt new technologies well before people in
business even know they exist. In the 2008 terrorist attack on
9
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Mumbai, the terrorists were well-versed in the latest
technology. When they were captured and killed, law
enforcement discovered some startling facts concerning the
attack itself: In addition to standard terrorist paraphernalia—
guns and explosives—the attackers also had mobile phones,
satellite navigation and night vision goggles.
The most astounding fact about these terrorists was that they
had an operations centre in Pakistan. This centre was feeding
the terrorists real-time information about military and law
enforcement movements, what was known and what was not.
The U.S. military use operation centres to make their SEAL
teams more effective. A centre like that is a force multiplier. It
changes a 10-man SEAL team into a 100-man army. The
terrorists learned from that.
In most cases, we find out about a criminal use of technology
only after the technology has become mainstream.
Let’s move on to the internet. Criminals frequently use the
internet to plan and execute attacks. Here are two recent
cases:
First, in 2008, the biggest news in technology was the
introduction of the Android platform. In early 2008, Google
released the beta version of the platform to all of the phone
manufacturers so that they could make sure it was going to
work. It was also released as a "software development kit"
(SDK) to anyone who wanted to develop applications for the
app store.
The bad guys also got copies of the beta software, either
through theft or accident. Why would this be important? Well,
when Android went live in September 2008, the Google app
store also went live. The app store had about 20,000
applications available when it went live; some of them were
10
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banking apps. When people downloaded these apps and
installed them on their phones, they were surprised to realise
they didn't work. In the first month, 40,000 people downloaded
apps from various banks. When those people contacted the
banks to complain that the apps didn’t work, they were told
that their bank didn’t have an app. All of the banking apps in
the store were malware, and were used to capture people's
banking information. By the time Android users realised that
their banking app was not working and reported it to the bank,
they had already lost money from their accounts.
Second, in 2012, a very clever criminal organisation decided to
try the legitimate route. They set up a corporation in a Baltic
state inside a normal building, staffed by normal people. They
paid tax on 500,000,000 euros and employed about 100 people.
The corporation had secretaries and middle managers, CIOs
and developers, even a help desk from which people could
order products or receive assistance with a product.
Have you ever heard about the FBI ransomware? This company
developed it and then released it to the general public. This
malware preyed on internet users' sense of guilt over viewing
pornography or illegally downloading music. It would freeze a
victim’s computer and display a message saying the user was
wanted by the FBI. To have the “virus” removed, the user had
to pay a fee. The creators of the scam were shut down by a
combined effort of the real FBI and local law enforcement. The
most noteworthy aspect of this whole scam was the fact that
90 percent of the employees did not know they were involved
in an illegal entity.
These two examples show how the bad guys are normally well
ahead of us. They are clever, tenacious, ruthless and most
importantly, persistent. They use our trust and technology
11
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against us. Before you say "my company is too small to worry
about this," let me tell you that we are all targets.
We are all targets, because the bad guys are well organised.
Today a computer-savvy 12-year-old with an internet
connection can become a cybercriminal in a very short amount
of time. The bad guys use the same sort of techniques and
strategies that you use to run your business. However, they
are looking for the next way to target innocent people. They
offer free products and discounts, and get involved in price
wars. Their product is easily downloadable (if you know where
to look) and can be set up and used quickly. This product turns
that 12-year-old into a "script kiddie,” perhaps the most
prevalent type of criminal in cyberspace.
Using someone else's code to deface a website is where the
normal 12-year-old stops. For some, the next step is to go
deeper into the criminal world. This is where they become
cyber graffiti artists, “hacktivists” or just plain criminals. The
cybercriminals have a hierarchy very similar to the Mafia, and
these 12-year-olds are the bottom rung. They are not motivated
by greed; rather, their motivation is bragging rights or
hacktivism.
So the bad guys are out there. You are a target if you:
Own or use a computer, smartphone or tablet.
Connect to the internet.
Store any information in digital form.
Have information or techniques unique to your industry.
Believe you are not a target.
This guide is based on a non-technical idea called the SME
Cyber Security Framework. Like any framework, it has a
12
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number of interrelated components that make it work. Our
framework consists of four main areas of action, each reliant
on the others to create a comprehensive protection envelope
around your organisation. The four areas are:

Technology
Technology includes the systems and equipment used within
the business to secure it: front-facing internet systems like
firewalls, routers and filters, as well as wireless, VPN
connections, and encryption in transit and at rest. In addition
to the front-facing equipment, technology includes operating
systems, applications and anti-virus. Your smart device, if you
use one, is also a technology component.

Management
The management component is anything that you do that helps
you control the uncontrollable (or at least the unpredictable).
This includes the three "P's" (processes, procedures and
policies), as well as auditing and reporting, risk management
and risk assessment, and the most crucial component,
education and awareness training.

Sustainability
“Sustainability” in this context refers to your organisation's
ability to manage change, not environmental friendliness.
Darwinian Theory tells us that we all need to adapt to change,
and that includes your organisation. This component of the
framework looks at disaster recovery, business continuity and
business resilience. Sustainability is not just needed in bad
13
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times; by creating resilience within your business, you allow
yourself to pursue opportunities that your competition cannot
even see.

Compliance
Compliance is the final component. It pins the whole
framework together. It includes both internal and external
compliance requirements: how you choose to run your
business as well as how you have to run your business to meet
government and industry standards. This component looks at
how you store your data and how well it is protected.
Compliance is the glue that holds the framework together.
These four categories are the basis for the framework, but
knowing they exist is no use to anyone if they don't understand
how to put the principles into action. This framework fits into
all of the other business security frameworks to provide a
baseline level of protection. If you get the basics, or the
foundation correct, you can build your protection up.

Understanding the Framework
To manage these four components, you need an understanding
of your business' overall strategy to ensure that all the data
that needs to be protected, is. The process of building a
strategy has its own four components that work together to
increase the protection around your business.
They are:

14
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Define
When you're adapting a framework to your business, the most
crucial step is defining your requirements. This definition
process ensures that you understand which data needs to be
protected, who needs access to it, and what components you
are going to use to protect that information—distribute
information on a "need-to-know basis” within the organisation.

Design
Once you have determined what information needs to be
protected, you have to design and incorporate the tactics that
you will use to protect it.

Implement
Implementing your plan—actually taking that next step—is by
far the hardest component of the whole process. This is not a
time for procrastination or second-guessing. The biggest
problem that you will face will be professional stalling
tactics—“we cannot implement that because it is only 90
percent ready,” “the deadline is too short,” or a myriad of
other excuses. Put your foot down and implement the plan
when it needs to be implemented.

Report
To make sure the components of the framework are working,
initiate a proper reporting process. This ensures that
information is travelling around the organisation properly and
getting to the right people at the right time.
15
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Then start the whole process again. It is an ongoing process,
one that has to be reviewed regularly so that new technology,
new systems, better culture or new compliance requirements
can be added as they become necessary.

Funding
Of all the problems that C-level executive’s face, funding all of
the required changes is one of the most difficult. No matter
what problems you're tackling, getting the funds you need
depends on board and management support. My first
recommendation is to do as much as possible with the funding
already available.
Inexpensive solutions are easy to implement and will always
deliver a good return on investment (ROI). These solutions can
begin with policies, internal procedures and awareness
training. Once you've implemented proper auditing, you can
figure out where you need to increase protection spending in
the next budget. Most organisations have a basic
understanding that they need to protect their information,
data, staff and clients. Once they realise that cybercrime is a
real threat, this understanding can be leveraged to improve
the protective envelope around the organisation.

Challenges in the SME Business Environment
The Emergence of Security
as a Business Driver
The news is littered with stories about multination
corporations and government departments being hacked and
exposing their clients' information to unscrupulous people on
16
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the internet. Examples of ineffective security include RSA
Security (January 2011) and the Sony PlayStation Network
(May 2011). National Australia Bank (NAB) provides an
example of a non-resilient system. And for every story that
makes the headlines, there are a thousand that don’t.
The reasons are manifold, but if you think about it, the main
difference between a multinational and a small and medium
enterprise (SME) is the value of the information that is
available. Most hackers will go after the dividend that results
in the biggest payoff. But while an SME is not as profitable, it's
still worth a criminal's effort to attack if security is lax.
It is no longer possible to say, as a business, that it's not your
fault you were hacked because you weren't expecting it. If
your clients' information ends up available on the internet,
they will blame you. That is why the focus of a business should
be on how you can protect yourself, your clients, your
reputation and your staff from any problems associated with
the security of your business data.
As with standard business insurance, a security framework
provides a substantial ROI that is not immediately noticeable.
Maintaining security is essential for a company's resilience.
The more resilient your business, the less the business needs
to rely on other avenues of protection. A resilient company is
one that constantly monitors where they are at a baseline level
(their expenditures and profits, which of their products sell
best, who their customers are), and they know immediately
when that baseline has changed. These changes, whether they
are good or bad, can then be acted on effectively.
A business that wants to be resilient needs to walk a fine line.
The challenge is to ensure that users, staff and management
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have access to the information they need, without allowing
unauthorised access to the same information.
The framework we apply to SME environments enables a
company to do business effectively while protecting their
information more securely than was previously possible.

Shifting Security Perspectives
How Much Security Is Enough?
Many SMEs approach security with this attitude: “There is a
new virus outbreak—let's just protect against that.” They then
wait for the next security threat to emerge. This process
continues without end, and without any real security
protection strategy.
The one-off approach may offer the SME some protection, but
related costs are much higher than necessary. This approach
does not include a strategic plan for the security of the
business. In addition, integrating new technological
components simply expands the number of ways their security
can be compromised.
The first step toward solving the problem is to eliminate these
disjointed tactics. By implementing a framework that allows
for the inventory of all compliance and risk units associated
with the business, an SME ensures that compliance becomes
an everyday part of its business documentation and is
therefore more resilient.
What Is the Return on Investment in Security?
When calculating the return on investment (ROI) on a security
framework, a number of factors arise. Ask yourself the
following questions to define a baseline on security ROI:
18
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How much is the lack of security costing the business?
What impact is the lack of security having on productivity?
What impact would a catastrophic security breach have on the
business?
Are there cost-effective solutions available?
Will these solutions have a flow-on effect on productivity?
With some or all of these questions answered, an SME will
have the knowledge to ensure there is an ROI on the
implementation of a security framework.
The trouble is that the concept of a security plan's “ROI” isn't
entirely accurate. Rather than being an investment that
delivers a return, security is an expense that pays off through
cost savings. Security is about prevention, not revenue. Once
a business realises this, they will be able to see past the
misconception that security measures aren't worth the money.

Drivers for Change in
SME Environments
Reduce Costs
When a company finds out it is running in the red, it will try to
reduce spending in a variety of ways. An SME will leverage
existing investments or rationalise infrastructure in its
endeavour to lower costs. Attempting to “optimise” its IT
expenditures sometimes exposes the SME to a higher level of
vulnerability in regard to security.
Cloud Computing
The advent of cloud computing - Software as a Service (SaaS),
Hardware as a Service (HaaS), and Technology as a Service
19
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(TaaS) has only added to the confusion surrounding security.
Many business owners think these technological innovations
will protect them, but technology is only part of the security
framework.
One problem associated with cloud computing and diversified
computing is service provider lock-in. Other issues that should
be analysed when discussing cloud providers include
compliance risks, isolation failure (the failure of mechanisms
separating information belonging to different users of the
cloud service), undetected breaches and the data's location.
Compliance
If you are in any kind of business, regulatory compliance for
your information is likely one of your biggest headaches.
Whether it is the implementation of the Australian Privacy
Standards or Sarbanes-Oxley in the U.S., the amount of recordkeeping needed to ensure compliance to a regulatory authority
is time-consuming and daunting, but must be done to avoid
being proven uncompliant in an audit. Good cyber security
makes meeting compliance requirements easier.
Agility
For most SMEs, the future is uncertain. Your business’s ability
to react to adversity and benefit from opportunity is a key
driver of its success. A security framework that allows for both
protection and opportunity in the business will always be
beneficial.
The large global market is only going to increase over the next
10 years. An agile business will seize the opportunities to get
its products and services to that market.

20

Roger Smith

Security Challenges for an SME
Every company relies on many other companies, whether they
are clients or providers. A poorly protected SME can become
the weakest link in the business chain. For instance, malware
in an unpatched network can become a botnet that can then
target and attack other business entities. ISPs are not
proactive enough to protect these businesses due to the profit
implications—the ISPs make too much money out of
compromised networks through the increase in traffic. This
means that SMEs underinvest in security to the detriment of
their businesses.
Security breaches were originally viewed as technological
failures, but in the past five years we have begun to realise
that user behaviour and managerial mistakes also contribute to
the problem. Since technology is not the only cause of
cybercrime, technology can no longer provide the only
protection of the confidentiality and integrity of business data.
Changing Perspectives
The fast-changing nature of technology in business means it is
very costly to adopt a framework that cannot adapt to change.
To be cost-effective, a security solution must allow for the
implementation of new technology, increased auditing and/or
additional business components with minimal change or
redefinition.
Business Resilience
Continuity and resilience are the elements of a business that
enable it to operate and make a profit continuously. Whereas
business continuity is a process that relies on tick boxes and
procedures, business resilience relates to more subjective
21

The CEO’s Guide to Cyber Security

factors like the culture of the business. A company's resilience
is hard to quantify; the fact that it is based on staff attitude or
management charisma makes precise measurement even more
difficult.
Staff in a resilient organisation will not only pull together to
achieve the desired outcomes—one in, all in—but they also
have a plan in place and a supportive network that supports
the right attitude. The team will respond quickly to change, but
will also try to predict future change.
A resilient business will rise up in times of adversity. To do
that, it needs to have a number of features in place even when
times are good.
The business needs to:
•
•
•
•
•
•
•

Be adaptive.
Have a competent staff and management.
Be willing and able to change.
Have a vision for adapting to situations.
Think outside the box.
Capitalise on adversity.
Respond rapidly to change.

So, a resilient business has a crystal ball and it is functioning
pretty well. The business knows what and whom they need to
succeed, and hire only those people who will fit their ethos
and culture.
A resilient business isn't an accident; this quality is created
through a holistic strategy. The parts of a business that impact
its resilience are risk management, business continuity,
physical security, IT security, Occupational Health and Safety
(OHS) and Human Resources (HR). Business resilience forms a
jigsaw puzzle with multiple pieces that must fit together.
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Little Known Cyber Security
Attack Vectors to Be Aware Of
When we're on the internet, we're under attack. Most of the
time we don't notice it—either we're lucky and fast enough to
escape the attack unscathed or we didn't even notice that it
happened. In most cases, locks and protection only keep out
the "honest" criminal. All systems can be broken, so the cyber
criminal's strategy comes down to two questions: Is the
information worth stealing? And, is it worth more than the
effort it takes to steal it?
Time are changing and cyber criminals are getting smarter,
more daring and more focussed in everything they do. You
can't afford to be oblivious. Here are a couple of areas they
are using to target you.
Social media. We all have an account with one of the big five.
The use of smart devices has made it easier and more
profitable for criminals to target you. From lax security
settings to malicious applications, we are all targets in one
way or another. To stay safe, remember that not everyone is
your friend, whether in real life or online. And after every
update, check your security settings.
Job ads. This is a new one: Create a job ad on the internet,
attach it to a fake “legitimate” web site, and ask for job
candidates to put in their details. What a great way to harvest
information from the internet! Before filling out a job
application, make sure the site is a legitimate one. If it asks for
social security or tax file numbers, passport numbers or your
date of birth as mandatory fields, be wary.
Social engineering. This method has once again become a
primary attack vector. Whether someone is asking for access
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to your computer, your boss's email, or your password, be
careful with these types of requests. These are all ploys to
garner information about you or your company. These could be
people posing as legitimate employees or sub-contractors. Do
your due diligence; never give away your password and don’t
grant physical or virtual access to your computer to someone
you don’t know.
Water holing. Water holing is a new concept that has only
appeared in the last couple of months. Ever seen the photos of
game parks in Africa, where all the game animals in an area
come down to a single water hole? In a cyber-security sense,
a “water hole” is a central (online) location where everyone in
a business goes. This can be the intranet or a portal. Cyber
criminals target this page and infect it with boutique
malware—usually something that does not get picked up by
anti-virus. All users are then infected.
Spear phishing. This is a targeted attack on an individual,
usually delivered to that person through email and created in
such a way as to seem credible. The credibility is achieved
through social engineering, such as reading about someone on
their social media profile. Additional information from schools,
universities, old jobs and company websites helps to achieve
that credibility—that's what gets you to open that email and
click on the link.
These are just the newest and the most widely used attack
vectors on the internet. There are hundreds, if not thousands,
of other ways for you to be targeted and attacked. The only
protections that most people have are common sense,
paranoia and increased awareness. Use them, and protect
yourself.
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Benefits of a
Security Framework
When an SME purchases a piece of equipment or a software
package, it is usually to do something faster, better, or
cheaper.
This improvement in efficiency is usually measured in terms of
the percentage increase in revenue it will produce. The speed
with which the resulting profit will materialise will determine
whether the purchase is or is not justified. The ROI
measurement is usually pretty clear.
So how do you measure ROI when you are trying to prevent
something from happening?
This is one question C-level officers (CEO, CFO) must ask,
along with others, including: How is ROI measured on
insurance policies? How is it measured on information security
programs? What is adequate security?
Sometimes managing protection becomes a numbers game.
Without the numbers, the game is not played.
One way for companies to measure ROI on security programs
is to analyse how much it will cost to perform and manage
various
security
functions
in-house
compared
with
outsourcing. Some of the relevant issues in the area are
related to personnel and technology implementation: Is the
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expertise in-house? Can the SME afford to hire experts as fulltime staff?

What Are the Costs of a Security Breach?
The other measure, of course, is opportunity cost. At a basic
level, companies can lose significant sales and revenue with
just one security breach. Consider not only instantaneous loss
of income (downtime, lost orders), but also customers' longterm loss of confidence in you and your security.
The costs associated with security breaches can add up
quickly. According to the research firm Computer Economics,
the Code Red virus cost businesses $2 billion in downtime and
repairs in 2005. What would a similar compromised system
cost today?
Research conducted by InformationWeek reveals that the cost
of security-related downtime to U.S. businesses in the 12
months before September 11, 2001 was $273 million. Estimated
worldwide, this number is an extraordinary $1.39 trillion. That
was over 10 years ago. Imagine what the costs are now.
The related costs include:
•
•
•
•
•

Loss of business trust.
Loss of revenue and profits.
Help desk calls.
Emergency service and staff.
Lost staff productivity.

If you calculate the numbers of minutes of productivity lost
when staff are unavailable whenever a system goes down, the
costs go sky-high. Ask any security manager, and their
estimate of these costs will likely be too low. The cost of
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security measures is more justified than even IT professionals
realise.
The question should not be “What is the immediate cost when
an intruder hacks a website or accesses private data?”, but
rather, “What is the incident's long-term effect on reputation
or compliance with governance requirements?”
SMEs will often cite lack of time, capital outlay, the cost of
hiring and the need for training as financial challenges related
to security management. Lack of up-to-date technology and
staff with the requisite expertise are also issues.
Limited internal resources is often the reason SMEs bring in a
third party to manage their information security. It’s costly to
employ internal staffers to monitor various detection systems,
firewalls and other security programs, and this isn’t even in
real time. A medium-sized business infrastructure can produce
10,000 alerts per hour, but without a system set to monitor
them, the security people are always working in the past.

Adequate Security Helps Ensure Company Survival
For some businesses, the reluctance to spend isn't just a
matter of cost-effectiveness; it’s a matter of true survival. With
dot-com companies failing and sources of venture capital
diminishing, companies are more cost-conscious than ever.
Recently, a business outsourced security to us as a managed
security services provider. We supplied a managed firewall,
perimeter vulnerability scanning, VPN, intrusion detection,
real-time monitoring, process and policy components, business
continuity and disaster recovery components, and more.
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A few months into the arrangement, we detected an intrusion.
The attack was stopped. No problem.
It would have taken an internal team hours or days to figure
out what happened if the security systems had not been in
place. And that's not even including the cost of devising the
appropriate solution. How do you measure that in terms of
return on investment?

Benefits of Outsourcing Security:
Expertise & Cost Savings
Hospitals and medical centres are being reimbursed less by
Medicare, which makes information-based systems even more
expensive. With these changes come new governance rules
regulating patients’ privacy. These strains on the businesses
will continue to increase as more medical practices do
business on the internet and keep electronic records.
Health care companies, doctors’ surgeries, pharmacies, and
medical centres must now prove they can protect electronic
patient information. Outsourcing security expertise and
implementation can provide a major business benefit in this
situation.
There is a tremendous return on investment from outsourcing.
Typically, companies can save money by reducing staff while
cutting the implementation and maintenance costs associated
with information security programs. Gaining expertise in using
up-to-date technology also benefits the staff currently in
place. It gets expensive to dedicate an in-house non-expert
just to monitoring networks. It is more cost-effective to bring
in outside experts.

28

Roger Smith

Leasing a security solution can also transfer the cost of the
security framework from capital expense to operational
expense, thus providing a better ROI.
Security can be a hard sell. Its benefits don't always seem
black-and-white, especially in today’s world of budget cuts,
but the answer sure gets easier when you consider the costs
of just one security breach.

Security Is Viewed as a Technical Function
Most SMEs view the introduction of a new piece of technology
as the end of their security problems. A single piece of
equipment that does firewall, content filtering, VPN and
wireless seems to cover all of the requirements, but it doesn’t.
So the hardware is in place--what now? The device is only part
of what should be a complete framework to protect your
business.
“I was the 'firewall' or 'VPN' guy, not a member of the
management team.” This statement has no credibility when it
comes to a problem associated with security. Management
cannot expect an untrained individual on site to have the
required specialist knowledge when it comes to cyber
security. Just as we hire solicitors for legal problems and
accountants for our financials, we all need a cyber-security
person to determine solutions to the problems generated by
using the internet.
A business can spend a great deal of money on the
implementation of a security system and have very little to
show for it. But they can also spend too little. If a business has
no security plan at all, then selling the idea of security to
management can be very difficult. Without a security plan,
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management cannot see why they should protect their
business assets.

The Bad Guys Are Getting Better and Smarter
“It used to be so easy to protect business information assets.
The bad guys would knock on the front door and they would
get blocked out. Not anymore. They use really sneaky attacks
and take advantage of my unsuspecting user community. They
try to stay undetected and they steal my private data.”
Doesn’t this sound familiar? Try asking RSA Security or Sony
PlayStation Games Network how sneaky the bad guys can be.
The RSA attack started with a simple email to a non-important
staff member that had a small Excel macro in it. It was crafted
to get that staff member to open it; the subject line was
relevant to his job and he thought that the information had
come from a trustworthy source. Once the macro was run, it
infiltrated the system and found other ways to access the data
that the black hats were after. RSA is a major player in the
Enterprise Security Space, with thousands of employees, so
didn’t they look pretty foolish? Not only that, but they have had
major problems with their reputation ever since the attack.

The Auditors Are Tougher
“With all of the frequent privacy breaches, the auditors are
hypersensitive to pretty much everything. They crawl into dark
places in my records and point out silly things, just to make me
miserable.”
This complaint also sounds familiar. But auditors are not
looking to pick on SMEs; it is just that they are the most
vulnerable when it comes to security breaches. The recent
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changes in the U.S. auditing framework have made it a little
easier for a small business to function without getting fined for
minor breaches in security. The catch there is minor breaches.
For most businesses, avoiding attacks from cyber criminals is
both more difficult and more essential than ever.
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Risk Assessment
What Do You Have That People Want?
Every process has to start somewhere. Our team has thought a
lot about this process, and concluded it's best to start with
risk analysis and risk management.
If you think about the problem of cyber security, there are
three questions about your data that you need to answer:
•
•
•

What needs to be protected?
How will that data be protected at rest and in motion?
Who needs access to the data?

By defining these three areas, you build up a pattern of
defence that locks the data down to a level of protection that
you deem fit and proper.
The best way to start is to build up a matrix that will help you
define your risk management strategy. We have included a risk
management matrix here.

What Needs to Be Protected?
Any small or medium business or not for profit organisation
needs to understand what information is critical to the business,
as well as what is critical to their staff and clients. Any
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information that could be used fraudulently needs to be
protected.

The Most Important Areas
Financial information. Any information you control that relates
to someone's financial business is critical. This information
(bank accounts, credit card details) has to be protected when
it is in motion and when it is being stored. The only way to do
this properly is through encryption. Just like credit card
details would not be left lying around on unoccupied desks,
the same applies to the electronic version of the information.
There is a fine line to walk in protecting that information while
allowing your team to access it when needed.

Intellectual property. In business, your edge in your niche is
the way that you do business. Whether it is the design for a
new widget, the internal or external processes you use, or how
your prices are structured when approaching clients, this
information is critical to keeping an edge over your
competition.

Personal Identity Information (PII). The personal information
of your staff and clients is your digital footprint. If part of that
personal mosaic becomes available to a hacker or malicious
insider (for instance, they find out the names and email
addresses of employees working on a confidential new
project), that makes it easier for them to continue gaining
more and more knowledge.
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Why Is the Information Critical
to the Organisation?
You have worked out what information is important to your
business. Your next steps are to work out why it is important,
and what the repercussions are if it gets outside your
organisation.
In all businesses there are three requirements for data. Your
organisation has to protect the information's confidentiality,
only allowing certain people access. It has to protect the
information's integrity, ensuring that it is correct and cannot
be changed. And it has to ensure its availability to people in
the company who need to see it. Getting all these components
right can be tricky.

Final Components: Privacy and Ownership
The newest problems in terms of business information are the
questions of privacy and ownership. The increased use of the
cloud in business is creating a need to understand who
actually owns information that is stored in third-party systems.
If you use cloud storage, the best place to start is by
scrutinising the service level agreement and the terms and
conditions of the site before paying for any service. Any
agreement that removes your ownership from the information
is bad for your business.
You need total control over your information, including the
ability to manage it by adding and removing information from
cloud storage. Furthermore, all backup and disaster recovery
media has to be under your control. Your IP is vital to your
ability to keep functioning as a business.
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In addition to your IP, you also may have a compliance issue
with where your data is stored. If your IP relates to national
security, then you have to comply with the regulations
covering the storage and transport of such electronic data. In
Australia if there is a need for national security compliance
then the information, if stored in cloud storage, has to be
stored in a facility within Australia. This applies to most
sovereign nations.
National security
availability.

will

always
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convenience

and

Business Adaptability What to Do When It All Goes WrongDisaster Recovery, Business Continuity
and Business Resilience
So you have done your risk analysis, and now you have an
understanding of what needs to be protected, why it needs to
be protected and how it will be protected. We now need to
step back a little and add the next component to the plan for
protecting your business.
Whether it's a major natural disaster, the failure of a power
supply in the router, or an infected computer, you need a plan
to recover from it. A disaster recovery plan needs to involve
not only an idea of what could go wrong, but also of what you
will do to rectify the situation and regain functionality when it
does.

Data Backup
When backing up data, there are four main considerations:
Software and the requirements of that software
Storage and where data will be stored
Historical data and access to it
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The amount of data and how much of it will be changing on a
regular basis.
An additional set of questions to answer is how long the data
will need to be retained, and how to destroy it when it
becomes obsolescent.

Software
There are so many ways to back up your data that books have
been written on the subject, but the best way to approach it is
to work out what YOUR BUSINESS needs. For instance, is the
data backup component only data, or do you require a
complete image backup of the server or servers? The available
software can do everything you need it to do; the factors
driving which software to choose are based on individual
business needs and cost.
When you plan to back up your data, I recommend you do the
following:
Set a budget and include all requirements. Those include
initial cost, yearly maintenance and storage components.
Try to get a system requiring minimal human intervention—a
“set and forget” process with reports on failure and
completion. If you can avoid human movement of hardware
equipment, even better.
Have an on-site and an off-site component. We have found that
a "rapid restart" system works best. It entails on-site imaging
at regular short intervals, augmented with full off-site
capabilities.
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Storage
Storage is cheap and is only going to get cheaper. If you are
using cloud technology for your systems, make sure all of the
critical data is backed up in a format that does not lock you
into the technology. An SQL database should be backed up
regularly with an SQL recovery system that can be restored to
any SQL installation, so the data can be used and recovered as
fast as possible. The best medium is, once again, a
combination of on-site storage and an off-site storage system
using cloud technology.

How Much Is Critical?
Making sure all of your data gets backed up isn't always as
simple as it might seem. Many software packages do not store
their data where you expect. We have found that when setting
up the backup, a search of the system is required to ensure
that critical business information does not turn up missing
from the backup when the system fails. Most software
packages have a configuration component where you can
change the data storage location, but some still do not. You
have to make sure the information from that software package
is backed up as required.

Disaster Recovery (DR)
A disaster can include something as large as fire, flood or
volcano, or as small as the loss of a hard drive.
Whatever it is, each situation has to be analysed and a
process outlined dealing with how the organisation will
recover from it. The disaster recovery plan is linked to the
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organisation's risk analysis (see previous section), and the
plan is documented to show what is involved in each risk
assessment component.
The disaster recovery plan is designed to show what will be
used, how the lost data will be recovered, and who will be
involved. It should also include contingency plans for when
people are unavailable.
A disaster recovery
information:
•

•
•

•
•
•

plan

should

include

the

following

How the components of the organisation are
interconnected
Vulnerability assessment
Which staff members and what levels of the
organisation will be affected in the event of a disaster
Short-term recovery process
Long-term recovery process
Protocol for testing and improving the plan and
process

Of course, it's better to avoid a disaster in the first place.
Another component of the DR plan is developing solutions to
prevent a disaster from happening, or lessen its impact. This
can include the development of a warm site or a cold site in
the planning process.
The differences between a cold site, warm site and hot site
pertain to data availability:
In a cold site, the information and data are on their own;
there is no system available to bring the data into. It means
you have a copy of the information, but nothing to run it on
and no systems to support it. A cold site takes a long time
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to make data available for the business. This is the
cheapest solution, and the information can be used and
moved no matter what happens.
In a warm site, the information is available as data, but
there is also a system (a server or another piece of
equipment) that can be used to bring up that data. This is
also a slow process, but it is probably the most cost
effective for an SME. Sometimes there are ways for
individual businesses to form relationships that are
mutually beneficial to both parties – In the event of a
disaster, you use my location and I will use yours. The
warm site can be bought up in a relatively short amount of
time and will usually have the data available when the staff
and users need it.
The hot site is the most efficient system available. It is
typically a complete replication of all critical infrastructure
and data and is live all the time. If a fire destroys your
primary location, the hot site systems are available
immediately. This is the most expensive system, but if you
need 100% uptime for your business, this is the only
feasible solution.

Business Continuity (BC)
The DR plan details what will happen in the event of a disaster;
a business continuity plan outlines how to keep the business
going when everything else has failed. This plan is associated
with the actual process and business acumen that allows the
business to function.
Your whole office being washed away in the flood is a
situation that your Disaster Recovery plan should address. Not
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being allowed to access your office because of a flood is
where Business Continuity comes in. Nothing has been
destroyed or damaged; the systems and data are safe and
secure, but you cannot get near the business. What is being
threatened is not your existing information or assets, but your
ability to continue working and bringing in revenue.

Business Resilience (BR)
The definition of resilience is a business's ability to absorb
disturbance, re-organise itself and function in the same way
as before without additional costs or loss of capability. DR and
BC are for “tick the box” types of situations: “This is the
problem; we have thought of the solutions, and this is the best
way to fix this situation.”
Resilience is a whole lot more. Have you ever worked for a
company where you know that the people that work there are
happy, know their jobs, and—even though the money may be
less than at other places—would never leave?
This is a product of resilience. A resilient business is one with
a can-do attitude. It is one where the staff goes beyond what
is required for their pay packets—not because they are being
exploited, but because they are happy to do it. This is a matter
of culture and, if nurtured, has a greater impact than any other
aspect of business. I can name two businesses that have this
quality: Zappos, a shoe retailer in the U.S. with $1 billion
revenue per year, and Braap, a boutique motorcycle business
based in Australia. Both have developed an internal culture
that is based on can-do.
The culture of resilience in a business is great in an
emergency, because everyone in the organisation is pulling in
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the same direction. There is no undermining of authority, no
second-guessing, and no one working behind others' backs to
get better recognition. These organisations do not have
problems, they have challenges, and the business is focussed
on those challenges.
But a positive attitude isn't just useful in the bad times. A
resilient business can see opportunities where the competition
will not, because the whole organisation is allowed to voice
their opinions. From the sales or reception teams to the board
of directors, the organisation is focussed on the same thing:
creating a better product, devising a better solution or giving
better service than anyone else.
Anyone can build an adaptable business, one that has disaster
recovery and business continuity in place, but the
organisations that works to build resilience have the spark
that makes companies great. It is those resilient businesses
that will be around long after the technology of today has
become obsolete.
Often the processes that a small or medium business or notfor-profit organisation have put in place are there to protect
not only the organisation, but also the staff and users. As
humans, we like to circumvent those policies so we can do
what we like when. This is not a new phenomenon, but it has
become more pronounced as a result of improving technology
and the internet. The introduction of Bring your own Device
(BYOD) has again made it more difficult to protect the
organisation.
It is noticeable in several ways. Here is an example:
"My organisation doesn't have a wireless access point so I
added one to the network." This statement makes it clear the
user has not considered security and privacy implications, but
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rather merely the convenience of being able to surf the
internet on his/her Wi-Fi tablet.
Most people do not understand that putting in a wireless
access point without understanding the cyber security
implications is a severe problem for most organisations. SMEs
do not have the robust and secure technologies that enable a
rogue AP being detected and they can remain on the network
long after the convenience is forgotten. We recently did a site
survey on a new client and found three of these devices on the
network that management knew nothing about. One of them did
not have a password, which means that anyone has access to
the network.
What about cloud based storage? For instance, a team member
wants to work from home on a confidential document,
commercial in confidence, so installs drop box, copies the
super sensitive document into the folder and now can work on
it from home, on a tablet or even on a smartphone. Not so fast-that super sensitive information in the document is seen by
someone in a coffee shop and it is now all over the internet.
Another thing we have found is that all internal mail for a user
can be redirected or copied to an external web server, such as
Google, Yahoo or Hotmail. Once again, privileged and
commercial in confidence information can haemorrhage from
an organisation because employees want to have more
flexibility and convenience in the way they work.
Often the organisation will have a policy that was designed to
protect it against these types of situations. However, policies
are not enough. In all organisations cultural change has to be
incorporated into every policy. Maybe carrot and stick
methodology will work, maybe just stick; either way to enforce
a policy you need to change the normal culture of most
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internet users. That cultural change can then be enforced with
a policy as well as increasing the security of the business
through technology.
Some businesses want to enforce the work / home balance;
others have top secret information or intellectual property that
they want to remain within the business, and there are other
reasons to set up policies to enforce that desire. Without
changing the culture of the business, though, the policies will
be a waste of time.
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Technology
(Not another Piece of Technology!)
When we talk about technology in this guide, we are talking
about any machine or piece of electronics that is used in your
organisation to bring in revenue. From the lowliest data entry
software to the most high-end futuristic technology, everything
that has hardware and software components is called
"technology."

Forward-facing Systems
The way we connect to the internet and obtain access to its
resources has changed a lot in the last 30 years. From the dialup modem of 15 years ago to the high-end connection systems
that ISPs use today, we have all been perplexed at one time or
another by forward-facing systems.
With the introduction of ADSL (Asymmetric Digital Subscriber
Line), ISDN (Integrated Services for Digital Network) and in
Australia, the NBN (National Broadband Network), we have
experienced a plethora of ways to connect our homes or
organisations to all of the wonderful resources on the internet.
In that connection process, there has always been a trade-off
between functionality and price.
I have come across numerous organisations that have only the
most basic protection, and have not considered the cost of
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having that basic protection compromised. The difference
between a $100 front-facing system and a $1000 system is not
$900—it is more like $9000. With a $100 system, it is not a case
of if you will be compromised, but a case of when.
That $1000 system will not only have the ability to connect, but
a feature set that will improve your business tenfold.
The basic feature set for a $1000 router modem will include the
following:
•

•
•

•
•
•
•

Next generation firewall (NGFW), both incoming and
outgoing
Filtering component for web access
A way to enforce the organisation's access policies (i.e.
only the marketing team can log in to Facebook)
Anti-spam
Anti-spyware
Anti-virus
Anti-malware

In some cases, some type of application firewall, separated
network capability (Demilitarised Zone, or DMZ), wireless, and
Virtual Private Network (VPN)
As an organisation, you need that level of protection for your
staff, your assets, your clients and your intellectual property.
That is what the front-facing systems are for. They secure the
connection between your network and the World Wide Web.
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Hardware, Software and Operating Systems
Most viruses and malware are written for a specific hole
in an operating system or application. From Microsoft
Windows to applications like Java, to the apps on your
phone, all systems have holes somewhere. In most cases
these holes have little or no impact on the system and
cannot be exploited.
Occasionally, imperfect code writing results in a hole that
allows outside pieces of code to be actioned within the
application at the machine level. This outside code is
delivered as a virus or malware, or through an automatic
exploit.
So while criminals are targeting those holes, software
developers are delivering updates to their software
packages to stop the malicious code from working—sort
of an electronic version of détente.
In 2005, Code Red was a virus that was written to exploit
Microsoft SQL. Microsoft released a patch about a month
after they discovered the problem that removed the
opportunity. The ICT community did not see the problem
and many organisations failed to install the patch.

Technology is the nuts and bolts of your business. The
hardware, software and operating systems are the components
that you and your staff use to create revenue and generate
profits. These components include servers, workstations,
laptops, tablets, phones and cloud-based systems. They also
include switches, routers, modems and the networking
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equipment used to transfer data back and forth across the
network.

Six months after the exploit was discovered, Code Red
swept across the internet infecting 1000 computers per
second. It was the first wake-up call for organisations to
install patches and updates when they become available.

All technology has some type of hardware component. It
usually has a basic hardware system that is loaded with basic
software by the manufacturer before they load the interface
that humans interact with. This is usually the BIOS (Basic
Input/Output System), and it is usually in a language that is not
understood by humans. This is machine and assembly
language, and it takes the instructions from the user and
translates them into information that the hardware uses to
work. Like all software components, the BIOS needs to be
updated regularly to ensure that there are no holes in the
system that allow for malicious code to be run. Updating the
BIOS of a hardware system invariably requires a reboot.
Software and operating systems are the components that we
humans interact with—the Graphical User Interface (GUI).
From android-based phones to server environments, GUIs are
the parts of technology that ordinary users see. They, too,
have to be kept updated.
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Applications
We all use applications to do our work: From web-based
applications delivered by our cloud providers, to smart
devices, to everyday programs like Microsoft Word or Adobe's
creative suite. Those applications have similar problems to
those of any type of operating system. No matter what
applications you are using, there are continually new updates
and security patches for them.

An example: Your organisation allows user-to-user RDP
(Remote Desktop Protocol) from the internet. The first
way to do this is to just allow the RDP protocol (port
3389) through the firewall and directly onto the RDP
server. This allows anyone on the internet to see that you
have RDP systems running within your network; they can
then go after your information through automated
systems and targeted attacks. The better solution is to
only allow internet users to connect to the network
through VPN; once connected, they can then RDP into
the server. In addition to this level of protection, the RDP
server can have its firewall configuration set to only

Microsoft has an efficient system for delivering updates and
security patches to their systems in a timely and manageable
way. Others do not. In most cases, when you open an
application it makes a "call" to the maker and asks if there are
any updates. If there are, they are delivered and we have no
control over the process. Some software developers are
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getting smarter with the way they deliver the updates, and ask
the user when they want to update. Others do not care, and
when you are in a hurry, it is frustrating to be told the program
you need is going to update and you cannot do anything for 30
minutes.
Apps for smart devices are managed in a similar way. On
systems that deploy Apple's IOS, users are told that they have
X amount of apps that need to be updated, and they then have
to manually agree to the updates. This also happens with
Android and Nokia's Symbian.

Anti-virus
Do we all need anti-virus software? Yes we do, on all devices
if possible. We especially need it on systems where
organisational and financial information is managed and
controlled. Again, in this case, a better solution will cost more.
An end-point protection suite will have more impact on your
business protection than a single-shot system of just AV.
An end-point protection system is needed to ensure that
malicious code does not gain access to your hardware through
other areas of attack like malicious web sites, watering holes
and remote access Trojans.
But simply installing such a system is not enough. To ensure a
virus does not compromise your system, the protection suite
needs to be frequently updated. Sometimes a virus will target
a hole that has not been discovered or patched. These are
called zero-day exploits: once they are discovered, the
manufacturer invariably delivers an update to solve the
problem.
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VPN and Wireless
VPN
Both of these technologies rely on two components:
authentication and encryption. Authentication controls who is
allowed to use and connect to a system. Encryption ensures
the information being transmitted is unreadable except by
those who are supposed to read it.
A Virtual Private Network (VPN) provides a way to connect to
your organisation's infrastructure from any internet
connection. All external access to your organisation's data
should be done over a VPN connection. This will ensure that
information is protected at all times. Not all organisations see
it this way. Many choose the seemingly more convenient
functionality of a single application that can be used to access
an organisation's data from any device.
In fact, there is minimal difference in time and capability
between using just Remote Desktop Protocol (RDP) and using
RDP over a VPN connection. The only noticeable difference is
the actual protection at the internet interface. All applications
use a port to travel across the internet. HTTP equals the World
Wide Web equals Port 80; HTTPS equals secure World Wide
Web equals Port 443. By allowing fewer ports through the
firewall, a VPN makes the firewall more secure and does not
allow exploits at that port level. They are removed before
entering the business system.
Wireless
Wireless access has become a primary business driver for
most organisations. Wireless allows all users to connect to
and use resources within a network. Employees can use smart
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devices to connect to business data and the internet with
minimal control and protection.
As I pointed out in the previous section, external access to an
organisation's system should always be done over VPN.
Wireless networks have the same potential problems as
external access, so users need to have some level of
authorisation as well as encryption. The problems with
wireless access points are numerous. From rogue devices—
unauthorised devices that someone has plugged into your
business network without management approval and without
protection—to easy-to-crack encryption (Wired Equivalent
Privacy, a flawed security algorithm that allows encrypted
data to be easily decoded) or easy-to-crack passwords, there
are many ways for confidential information to be compromised.
So how can you avoid this? The best way to set up a wireless
connection is as follows:
Use a hard-to-understand SSID (wireless access point’s
designator)—not the name of the company or the address. Use
a combination of letters and numbers.
Hide the SSID from public view.
Do not connect the wireless access points to the main
network. If you have a DMZ (Demilitarised Zone), then plug it
into that. If you do not have a DMZ, connect another router to
your network and connect the AP to that as a different
network. Use firewall rules that allow internet access but
nothing else.
Require all access to business resources to go through a VPN
connection.
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Cloud Technologies
Unless you have been living under a rock for the last two
years, you're probably sick of hearing about the cloud. Cloud
technologies have become buzzwords of the ICT industry and
are touted as a solution to practically everything. But cloud
storage brings its own problems if it is not properly secured.
Securing a cloud system is exactly the same as securing any
other component of the ICT infrastructure.
With cloud technologies, you have to be doubly aware of the
security problems you could face, because some of them are
going to be out of your control. Your risk assessment should
take this into account. But first solve all of the security
components that can be faced and solved within your
business.
For instance: You are looking at a customer relations
management (CRM) cloud-based package. You know you will
have to connect to it over the internet. How are you going to
do that? At what level of encryption will you do that? You will
be storing user and client information. How will you do that?
Will it be encrypted when at rest? Will the tables be
protected? How hard is the information to access? These are
just basic questions, but they need to be asked at the risk
assessment level.
Cloud technology has a number of other problems associated
with it. These include internal users deciding to use cloudbased storage without anyone's permission. If you do not want
this to happen, you need to find ways to ensure that it doesn't.
Policies and procedures are a start.
Another of the biggest problems with cloud-based storage is
uncertainty about who actually owns the information. If you
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are going to use a cloud-based storage system, make sure that
the metadata is yours and that you have total privacy control
over the information.
But you have to stop thinking that the cloud is the cure for all
your business security problems. I agree that the cloud can
solve a lot of problems. Specifically, it can solve problems
associated with the cloud. Cloud storage ensures that your
information is protected from on-site hardware malfunctions
and can be accessed from any location. That's great, but it
leaves a lot of other important considerations out. Considering
most of the drivel concerning the cloud is being peddled by the
cloud technology companies themselves, it is time to take a
step back and look at what the cloud will not solve.
Let's say your business has signed up for a “secure” cloud
storage system and uses it to store important data. If you use
an insecure password (or, even worse, no password) on your
wireless access point at work, if you use insecure wireless
access points in a café, if you do not encrypt the traffic
between the device and the cloud, if you use unprotected
hardware and software, or if you use a simple password to
access the information, your cloud environment is never going
to be secure.
The cloud is great when it comes to storage and protection,
but you still need to do your due diligence concerning where
and how your data will be parked in the cloud. If you lose your
control over YOUR information, then no matter what, you are in
for a world of hurt.
Without installing a security framework around the way your
business accesses the cloud, it will be the most insecure
system you could possibly imagine. Your information is out
there, without the additional components of technology,
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management, adaptability and compliance that you would
make use of if you were storing it on a hard drive (or in a filing
cabinet) on-site. The information you're storing in the cloud
may as well be posted on a blog on the internet.
Before you make that move to the cloud, make sure that all of
your other security components are updated and in place. Only
then will you have a secure cloud environment.

Best Practices
The best cyber protection consists of more layers of protection
around your data than can be created with only one or two
products or solutions. The “onion effect” is critical for building
a secure business environment.
All technologies have some type of best practice—a way to set
up the widget or software in the right configuration that allows
for the highest protection with the least user impact. This also
includes cloud offerings.
There are also best practices for cloud technologies. In most
cases the best practice should incorporate all security
components of the business as well as what is happening with
the cloud technology. In the case of the cloud, best practice
includes following the instructions of the cloud providers; after
all, it is their system and they SHOULD know how to make it
secure. If not, move to a system that does.

Application White Listing
Application white listing is a secondary defence system for
any business. The process of application white listing only
allows applications that have been approved to run within the
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environment. It is a time consuming process and usually only
applied to Microsoft-based systems, but it can either be a
saviour or an absolute pain.
To create an application white list environment, all
applications that are deemed important for the business must
be discovered and documented. This includes sub systems
incorporated into internet browsers, such as java and flash.
Once the applications have been documented, a group policy
can be applied to the network that only allows these
applications to run. This means that any application not on the
white list will not run. All new application will undergo a
vetting process to be added to the white list.
The security benefit of this system is if malicious code gets
into the network, it will not be able to run in accordance with
its instructions.
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Future Technology
What will be the next innovation to change the world of
business? Who can predict the future? I'm as in the dark as
everyone else.
What businesses must do is ensure their cyber protection is
capable of handling a major change, or many changes, without
their having to reinvent the wheel. Cloud technology and BYOD
are driving business at present, but they have had little impact
on what businesses must do to protect their information. We
may not be so lucky in the future.

Have you heard about the refrigerator that emailed 16,000
people a SPAM message?
The internet of things allows for any electrical device to be
internet aware and to have an IP address.
This is another area that small and medium enterprises have
to think about when securing their business.

Future technology will enable companies to change on the fly,
but for a business to be truly resilient, it needs to protect its
revenue streams. No matter what the future holds, all
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protective measures implemented in today’s business world,
coupled with cyber resilience, will drive the business forward.
The change in the internet from Internet Protocol version 4 to
Internet Protocol version 6 will have an incredible effect on all
business. By allowing more devices and less-understood
systems (like refrigerators and washing machines) to connect
to the internet, either through their own connection or through
the business's, it will create a potential security nightmare for
business owners. The good news is that this change can be
handled within a company's existing framework, without their
needing to change the fundamental design.
The last couple of years have brought some significant
changes to the way businesses operate. A security framework
applied to your business in 2003 should still be functioning in
2009 and today. Technological change will impact us all.
Looking at changes on the horizon, what impact will biometrics
have on business? Will it change the way people interact with
their technology? What about BYOD, cloud technologies or the
internet of things? How much will your business need to
change if it lacks a secure framework currently?
This is a basic checklist to help create your simple security
framework. (Appendix A)
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Getting Your People
Involved
In business, everyone has a different role, but almost every
role involves some kind of technology. This can be as simple
as looking at email in the morning before going out to build a
road, or as complex as writing queries for an SQL database.
Everyone has some level of involvement.
If you're a CEO or other C-level manager, one of your roles is
to protect your data, IP and staff. This can be a timeconsuming job, and at times a thankless one. One way to make
it easier is to make sure that your employees are not your
weakest link. Even if a company's risk assessment and risk
management take everything into account and deploy the right
technology in the exactly the right configuration, something
(malware, spyware, a virus) is still going to get through. An
uneducated or unaware user can make it much easier for that
“something” to do damage.
To protect the business as well as the users of your
equipment, you need some level of control over the ways they
use it. This section will tell you how to get it.
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Education and Awareness
The best way to ensure that your people have the right attitude
is to increase their cyber awareness. This can be done in a
number of ways.
To start, all members of the staff need to do a basic awareness
course. The basics include:
•
•
•
•
•

Passwords
The internet
Email
Social media
Paranoia and common sense

But once your staff have done a basic training course, that's
not the end of it. People need training enforced as regularly as
possible. We've all had the experience of studying a subject,
then forgetting it immediately because it wasn't reinforced.
Cyber security awareness is no different.

One of the businesses we look after runs a competition
every day. A security email goes out every morning at 9:30
and the first correct answer wins a $15 shopping card. All
of the daily answers go into a monthly competition, so even
when you are not the first correct answer, you have a
chance to win a better prize. At the end of the month, the
answers are totalled, and the person with the highest
number of correct answers wins a weekend away, usually
including flights and accommodation. The winner is
announced at the monthly staff meeting.
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There are a number of things we recommend to reinforce the
training, increase your staff's awareness and make them a
force to be reckoned with. These include posters throughout
the office with information about important security
components, and competitions on security awareness.
Continually reinforced training increases the organisation's
defences with regards to protecting the information that is
important, not only to the organisation, but also its clients.
This type of attitude has a flow-on effect. The staff members
are now very aware when they use their own devices and
computers. They are less likely to contract malware or a virus
on their home computer and pass it along to their work
devices. They protect themselves, which in turn protects your
organisation. For the low cost of some training, you ensure
that your employees are enforcing a protective envelope
around the business. This is a win-win situation for any
organisation.

Policy
Every business needs policies. These policies are designed to
protect the business's staff and assets, as well as its other
internal resources. A policy can be one page or a hundred
pages, but there are a number of things it must contain.
All policies need to outline the following:
•
•
•
•

A description
A reason behind it
Repercussions to breaking the policy
A signature agreement
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When it comes to cyber security, a policy can cover one or all
of the following:
•
•
•
•

Internet
Email
Acceptable Use
BYOD (Bring Your Own Device)

Procedures
No two businesses, even within the same industry, do things
exactly the same way. Your organisation may have a specific
way of paying accounts, answering the phone, or developing
software.
The procedure for answering the phone may be, "Hello. Thanks
for calling XYZ. My name is Roger; how may I help you?" Even
if your business hires a new receptionist, the wording they use
will remain consistent. More complex procedures for
documentation and correspondence can be enforced with
ideas like style sheets and specific stationery for the business.
The procedures are designed to deliver a consistent product to
your client and project the same image from everyone involved
in the business.
Nevertheless, many businesses don't realise their security
components need to be systematised as well. How the firewall
is set up, how to build a server, what applications are needed
on the Standard Operating Environment (SOE) which makes it
easier to implement application white listing —all of these
components need to be handled in a systematised way.
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This way, no matter who builds a system, you know that they
begin at the correct place. Nothing is added or subtracted
from the build process. If someone builds a server or firewall
in an ad hoc manner, several issues may arise:
•

•
•

The system could be set up incorrectly; it may not have
all the right patches installed.
The system may not have all the required components.
The person who built the system installed odd
components without realising that they should not
have.

Standardisation is critical in making sure that your security
components are actually keeping you secure.

Processes
Procedures outline what needs to be followed correctly by one
staff member during one short window of time. Processes
apply the same concept to larger-scale aspects of the
business—actions that require several people's involvement in
the final product. For instance, the SOE procedure would make
sure that each device used in the business contains certain
hardware and comes installed with certain software (such as
Microsoft Office).
The SOE process is what makes a built computer a useful
component of the business, by stipulating how each
component is to be used. For instance, some employees may
need a laptop instead of a desktop computer, different
software such as Photoshop, or the ability to use Facebook.
Processes govern how to determine who needs what, and
ultimately make sure they get it.
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The security component processes must reflect the business
requirements. The firewall procedure creates the firewall, but
the process of installing the firewall ensures that its every
facet is tested for reliability before integrating it into the
business security framework
Process within a business creates a standard that everyone
knows and can adhere to. Most processes are based on Best
Practice and each systemised process allows the security
envelope to tighten around the business.

Nullifying the insider threat
Cybercrime dangers can also originate inside your network as
well. Many people assume that the biggest cyber dangers
come from outside of an organisation. Statistics actually show
that the majority of incidents involving the destruction or loss
of data and information are perpetrated by current, soon-to-be
dismissed or recently dismissed employees.
Few know more about your business systems than employees.
Many are in positions to cause major damage, in particular
your IT staff, your employees with advanced technical
knowledge
and
outside
technical
support
people.
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Reporting and Auditing
Keeping the System on Track
In order for a business to function well, it needs some level of
feedback from all of its security components. For anyone to
make sense of the security environment as a whole, every
element of the security system needs to report back to a
central master component (for instance, a piece of software
that manages all the other security software).
From basic reporting from the firewall, to the event logs on
Windows laptops, to a more in-depth feedback reporting
mechanism by a management system, a huge volume of
information is generated by even the smallest components of a
business. For managers, the challenge is not accessing
information, but extracting the critical information from the
logs. That critical piece of information that tells you that a
laptop has been compromised could be buried in the 20,000
lines of logs that you must sift through.
How do we make sure all the information that is being reported
is, in fact, producing some level of protection? Usually this is
verified with some type of alert. Most systems can be set so an
alert can be either displayed, or sent directly to a certain staff
member when a particular type of red-flag event occurs.
Sometimes a third-party system may be required, especially if
you have gone past the level of a single person or microbusiness.
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There are numerous free systems available for small and
medium business and not-for-profit organisations. The most
well-known one is Spiceworks. This software allows you to
monitor and manage most components on a network; more
importantly, it is supported by all major technology vendors.
Spiceworks also enables you to run a help desk for staff and
clients.
You may be interested in something more complex and
manageable than a free system can provide. In that case, you
are probably looking for a system that will do it all for a
minimal cost. In our business, we use Level Platforms to
manage our clients' networks, because it gives us more
capability and control over what happens within the network.
Although it comes down to personal choice, there are several
systems you can use to ensure the reporting and management
of a network environment.
When a system allows for more thorough auditing and alerts,
more meaningful reporting will result. And when an
organisation has access to correct reports, they can make
decisions based on fact. For instance, maybe the firewall uses
60 to 70 percent CPU and RAM, and you know that you are
about to expand. This information lets you know that you may
need to replace the firewall with something that is not going to
slow down your internet access.
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Choosing the Right
Information Security
Risk Assessment
Framework
Security Management Options
Some executives would rather think, do nothing and get rich.
Wouldn’t we all? However, as a business owner, you need to
do more than invent good ideas and collect paychecks. There
needs to be some sort of security for the business, the data,
your clients and your staff.
Establishing a security framework for an SME is the single
hardest thing any security professional has to do. This is true
whether the professional is on staff or is acting as a
consultant. It can be extremely difficult for a security
professional to convince management that they need a
security feature that appears to be cost-prohibitive. However,
once that comprehensive security system is in place,
management eventually realises how vital it is. Until that time,
unfortunately, security professionals are too often hired to
fight security-related fires.
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Constantly resolving catastrophes is a very draining way to run
a company. In business, you will not make much headway with
any kind of security management without having the structure
of a secure framework. Thus, when investigating security
management possibilities, you must remember that any system
needs the right context to work effectively.
So why is it so hard to get a program off the ground?
In most SMEs, when it comes to security, it unfortunately often
seems easier and more productive to focus on something else.
To ensure that focus can be directed to an issue as important
as security, management often needs a business to-do list.
SME managers do not have to agree to fix a firewall rule, to
patch a server, to help build business resilience or to
incorporate new technology into the business. But they do
have to buy into a new program, purchase the technology or
sign off on the managed service proposal. Your business’s
management has to agree to think about security before they
do any of these things or implement any changes. It is not that
they don’t like to do that, but they just often do not see the
importance of business security, so finding consensus is hard.
So most SMEs just don’t do it—and that’s a big mistake.
Without a framework in place, your likelihood of protecting all
your information is small. I would greatly recommend the full
framework, but if it is not possible for your business to adopt
all these measures at one time, all is not lost. You do not have
to implement a full framework to get the benefits of increased
protection.
You can start slowly with this framework, beginning with
Stage 1, which includes the following basic steps:
Define progress and success.
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It is the most important starting task to define what constitutes
progress and success in matters of business security.
Progress for the security framework may consist of two or
three items and a basic change of direction (i.e. implement a
secure password policy enforced though technology).
Developing a plan for implementation is essential to realising
any level of ROI for the security framework.
Communication:
We find in many SMEs that front line employees do not like to
talk to senior management; in some places, not even to their
immediate supervisor. Communication is essential for business
resilience. How are you going to motivate and engage staff
without communication?
How often do employees get face time with senior
management? For a security framework to gain any traction,
you need to get buy-in from management at some level. That
buy-in can only come through increased communication. Make
sure you set meetings as often as needed to clarify the
benefits of the framework.
Accountability:
In most SMEs, the implementation of a higher level of security
is met with scepticism. To implement it successfully, you need
to change that perception. That is done one step at a time. Tell
management and staff what you are going to do, and then do it.
Yes, it seems pretty easy. But it is entirely crucial to deliver on
your promises.
These are only the initial stages to begin implementing a
framework to protect your business from internal and external
attacks. There is more work ahead….
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Prioritise Effectively
I will leave you with this thought:
Everyone knows that in business, you need to prioritise your
daily activities. It doesn’t seem fair that, in addition to paying
attention to cash flow, sales, marketing, inventory and HR, you
also need to think about the security of your business.
Nevertheless, you cannot afford to put security last on your
list. As a CEO, Board member or C-level executive, you have a
fundamental responsibility to your clients, staff and
management to help protect the organisation from cybercrime.
You must consider what technology you will use to prevent
your clients' bank account information from being stolen, and
what governance you will put in place to protect against
resulting fines. And if you do have an incident, you need to ask
yourself—how will you recover?
Your to-do list isn’t going to be getting any shorter in the near
future. As a SME, you aren’t going to be getting more
resources, and odds are your budget will remain tight.
This means that you have to work smarter, not harder. You
have to be efficient and know precisely how you are planning
for business security, as opposed to throwing money and
resources at things that may benefit the business's security
profile. Without a roadmap or framework in place (agreed upon
by the key influencers), all decisions made to protect and
secure the business are open to misinterpretation and
mismanagement.
Staying on top of change isn't easy, but it is possible. The
information in this guide will help you to do just that—clarify
your priorities, implement security initiatives that are free or
low-cost, and focus on the strategies that will make the most
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of your limited budget while helping you adapt to the inevitable
changes ahead.
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Regulatory Compliance:
You Want Us to Keep Records for How Long?
Information security expert Adam Meyer has said,
“Compliance does not result in good security, but good
security does result in compliance.”
This is a mini-guide without the space for in-depth and
specific information. This is general information, and we
recommend looking into the compliance requirements of your
particular industry more closely.
Standard compliance requirements for any organisation
depend on the company’s industry and what information the
government requires them to retain and protect. For certain
types of information, there is an overall compliance
requirement that all companies must follow.
There are three levels of data within an organisation.
•

•

•

Data at rest is information that is in storage, located
on a hard drive within a business.
Data in use is any type of information that is being
manipulated by another system. Inputting information
into a web form is data in use.
Data in movement is information that is being
transferred between storage (rest) and manipulation
(use).
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All three levels of data must be protected in accordance with
your company’s compliance regulations.
At all times the general requirements include protecting the
following information in transit (from website to database) and
at rest within the business:
•
•

•
•

•
•

Credit card information
In-depth personal information (especially date of birth
and
official
legal
and
government
system
requirements), any information that can be used to
represent a person. This includes Tax file numbers
(Australia) or Social Security Numbers (U.S.).
Basic personal information
Each of the following areas has requirements within
each business as well as within each industry and
section of government:
Client information
Financial information

When you look at financial compliance, you find regulations
that involve some of the major internet and technology
components within your business. Some of these include:
PCI-DSS (Payment Card Industry Data Security Standards) for
credit card and electronic data protection
HIPAA (Health Information Portability and Accountability Act)
for medical and electronic data involved in the U.S. health
industry

Some Compliance Pitfalls and How to Avoid Them
Track Your Data!
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When it comes to compliance requirements you have to know
exactly what information your organisation collects, creates,
receives, uses, discloses, maintains, stores, transmits and
destroys, and what it considers protected data. So your first
step is to audit the way your data flows through the
organisation. You then have to define the protected data that
is in your care.
•
•

•
•

Who collects that data?
What information needs to be protected in the data
collected?
Where and how is it stored?
How is that data used within the organisation?

This information allows you to determine precisely where
potential security vulnerabilities and problems may arise. In
addition, this information needs to be checked regularly to
ensure complete awareness of your compliance requirements.
Know the Latest Changes
A large pitfall related to compliance is not realising when
requirements change. One helpful tip is to learn from others
mistakes. Keep abreast of breaking news on compliance
requirements and breaches, including HIPAA, PCI-DSS, Sorb
Oxley or the governing body of your industry. Use Google alerts
to see blogs and articles related to your compliance
requirements and consider how the information can be applied
to your organisation.
Try to check out other companies’ breach reports and learn
from their mistakes. Make comparisons between these
organisations and your own on issues such as structure,
policies and procedures and make sure your organisation is
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protected at the right level. In this way you’ll be able to
address potential vulnerabilities before they occur.
Audits Can Happen Anytime
One of the most overlooked compliance requirements is to be
able to convince an auditor that you have the right compliance
systems in place at any time. A surprise audit can go much
smoother by ensuring that you regularly revisit and update
your privacy documentation.
Performing regular surprise self-assessments will also ensure
your organisation remains ready for a real surprise audit. This
also ensures your documentation matches the ever-changing
compliance requirements for businesses. Whether or not you
are audited, making sure you are ready to be at any moment
can significantly increase your internal security and boost
your compliance as well as reduce your risks on a day-to-day
basis.

10 tips for proactive business compliance
As a decision-maker at a small or medium-sized business or
not for profit organization, you've already got your hands full,
don't you? You're probably working around the clock just to
make ends meet and keep your momentum going.
Never mind the little things that come with the job.
But those “little things” can be a killer. Take compliance, for
example. Managing tax, regulatory and business requirements,
and business license filings might not be at the top of your
daily to-do list, but they need to be addressed. And preferably
not at the last minute, in a mad scramble to avoid penalties,
fines, or lost business opportunities.
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Nowadays there are a lot of changing regulations to keep track
of, and it's very easy for things to fall through the cracks. The
penalty for not staying in compliance can range from hundreds
to thousands of dollars. Failure to be proactive could also
mean you end up dedicating employee time and effort to
avoiding a penalty, instead of making sales or developing new
products. This results in even more lost income.
Here are 10 tips for proactive business compliance:
1. Assess your compliance situation. How much of your
resources are being dedicated to compliance? These
resources include staff, time, and money. A quick,
informal audit will show that it's not only the person
with “compliance” in their title who is involved with
compliance requirements; it is everyone in the
business.
2. Centralize accountability through one department or
one person. Determine who should be empowered
with central responsibility for business compliance,
requirements and reporting. This is normally located in
the accounts area, as these departments typically have
the highest reporting requirements. The audit
mentioned above will give you a realistic estimate of
workload and staffing needs i.e., whether the
department has enough staff to handle accountability
on top of their other work).
3. Gain control of your compliance calendar: what is
required to be reported, when and to whom. All
important dates can be put on one master calendar. A
web-based calendar such as Google is preferable
because it allows you to populate compliance events
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and other regularly occurring business dates
automatically, where all staff can see them as
required.
4. Communicate and collaborate. Create processes and
procedures for how information should flow between
departments and staff. Establish controls, checks and
balances for accountability, but always leave enough
flexibility for collaboration.
5. Use one productivity tool to consolidate compliance.
Implementing a Web-based or centrally located
business compliance tool can be very effective. With
this kind of tool, a list of daily, weekly, monthly or
yearly tasks can be generated from the calendar, and
customized email alerts can be sent to responsible
parties as required.
6. Try to centralise information in one place. Ideally, this
would be the same productivity tool as described
above. A Web-based tool will automatically update
requirements as they change, eliminating the need to
check in constantly with each state. Those updated
requirements will update the central calendar
automatically, so accurate due dates will always be
available to everybody.
7. Use “pre-filled” forms. In addition to populating the
calendar, a central repository of key company
information should also pre-fill in re-usable forms. Reusing and repurposing data will save hours of effort
and improve accuracy within the complete process.
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8. Create a defined process for storing and organizing
evidence for all your required reporting. This is
essential for every compliance activity. Electronic
confirmations of all reports can be stored in the
document repository, so that a complete history of
everything pertinent to a report is quickly and easily
accessible.
9. Document and publish your systems, procedures, and
checks and balances. Having everything related to
reporting in one centralized place means that staffing
changes won't pose a problem when it comes to
compliance. If one key person leaves, the company's
vital compliance knowledge won't leave with them.
10. Ask the experts. Subscribing to a Web-based
compliance tool usually means you also get access to a
vendor's team of expert compliance specialists.
Demand a partnership from this vendor to get full
value from their expertise.

It Takes More than Technology
Do not rely solely on technology to secure your data. This is
often an organisation’s downfall! You need to ensure data is
encrypted, access is controlled, and strong password policies
are in place no matter what compliance requirements you
face. Policies, procedures and training are vitally important in
meeting your compliance requirements.
In addition, don’t forget physical security. This encompasses
everything from ensuring your company has adequate locks,
alarms, and internal security personnel to simply locking
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drawers and securely disposing of physical data such as paper
records, hard drives, USB keys, etc.
The most important step to avoiding potential violations and
breaches is to take stock of your current compliance
requirements, track your ongoing compliance requirements,
and always stay vigilant for potential new threats and ongoing
regulation changes.
I never said it was going to be easy.
Compliance is an ongoing piece of the cyber security
framework. It keeps the rest of the components in place and
adds another layer of protection around the organisation.
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Conclusion
As a CEO, Board member or C-level member of a business, you
have a fundamental responsibility to your clients, staff and
management to help protect the organisation from cybercrime.
This is a daunting task for people who do not understand
cyberspace and cyber security.
We are going so many different directions at the same time
with regards to the internet, cyber security and cybercrime. I
often wonder where the next problems will come from. This
musing has taken me to this point.
We are living in a time when knowledge is the most, perhaps
the only, important thing. Knowledge is critical for businesses
to stay competitive, and for governments to govern effectively.
It's crucial for individuals, too. We are in a knowledge-based
world, and this trend is only going to accelerate.
If knowledge is power, then the more knowledge I have, the
more power I have over what is happening out there in
cyberspace. In any one day on the internet 144,000 hours of
video are posted on YouTube, one billion files are uploaded to
Dropbox, and 200 million Twitter users tweet 400 million times.
The internet is an important part of most people's lives, and
their online identity is stored in the form of information.
With this wonderful ability to share everything we do on the
internet, isn't it time we put some thought into protecting the
stuff we don't want to share—the information you wouldn't
80

The CEO’s Guide to Cyber Security

want falling into the wrong hands? Today’s smart phone has
more computing power that the whole of NASA had to put Neil
on the moon. Isn’t it about time that we respected that power?
If you think your data isn't that valuable, think again. Criminals
and business competitors are after the following three things:
•
•
•

Personal information
Client information
Business information

They are looking for the basic stuff—name and address—all
the way up to your price book, your intellectual property, or
how you answer request for tenders for Government Agencies.
Information is power. In the wrong hands it can be disastrous.
Apart from external criminals targeting your information, there
are also insiders to worry about. The disgruntled employee
who was passed over for a promotion might decide to
download the company information and take it home on a USB
stick.
Your business could lose control of its most valuable assets—
and you wouldn't even know it. Today information is small
enough to be moved around unobtrusively. You can move gigs
of it around on a thumb drive the size of your little fingernail. If
there are 100 kilobytes to a page, then we are referring to
millions of pages of information. The slowest part of the theft
is the amount of time it takes to copy it onto that drive, and
even that is lightning fast compared to ten or twenty years
ago. Once it's copied, transport is no problem. Years ago it
would have been a huge job to move and steal all that
information, but today you could walk out of the office with the
local library on your thumb drive (or uploaded to the cloud).
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So, what's the problem with cyber security today? Our mindset
hasn't kept pace with the rapid changes in technology. We are
still applying historic attitudes to today’s internet. In the past,
information was all stored on paper. It was relatively hard to
steal, and the more of it you wanted, the longer it took. Today,
one slip and I can copy all of your business information before
you even know anything is wrong.
The solution is to change our mindset. Intuition often fails to
warn us about the new dangers of the information age. Instead
of relying on intuition, we should educate ourselves. If you
know the value of your information, and the risks of losing it,
you'll be better able to protect it.
Cyberspace, or the internet, affects us all. We all have smart
phones, computers, laptops and tablets. We all work with
technology to some extent. We all have some level of cloud
storage and we keep most, if not all, of our lives’ important
information on a computer system of some kind. The old adage
says, “Don’t put all your eggs in one basket.” However, we are
pretty close to doing just that. You would think people would
be worried about that; they aren't!
There are conflicting and totally different points of view
concerning cybercrime. In fact it is polarising. There is no
middle ground. One view is that cybercrime and cyber security
are ICT-driven problems similar to Y2K (i.e. lots of hype and no
discernible substance). The issues are viewed as a way for ICT
companies and professionals to make more money. The
everyday person and all businesses and governments would
not ever actually be targeted.
The second point of view, and the one I agree with, is that if
we do not resolve the cyber security problem, the internet will
become merely a broken communication device. We are
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already seeing a marked increase in cyber-attacks through
automated systems, social media, and cross site scripting, in
addition to focused hacking attempts. If you add in uneducated
and unaware users on the internet then we are definitely
heading for the perfect storm, if of course we have not
reached that level yet.
How many times have you heard "My computer has a virus
infection", "My computer crashed", "Sorry I cannot take your
order because we are having problems with our system", "My
phone is doing weird stuff", or a myriad of other reasons why
technology is perceived to have failed and we are waiting for
it to be fixed? To say that cyber security is not my problem; it
is "X's" problem, is just not realistic.
Changing business and user culture and making the internet
more secure appear to be impossible tasks, but changing
people's perceptions seems more feasible. Convincing users to
trust the internet less is one of the first steps.
This has to be a fundamental change in human perception. In
normal day to day existence, we make emotional decisions
when meeting people based on our five senses (sight, sound,
touch, smell and taste—although, I try not to lick people when
I meet them!). These senses form our perception of people we
meet, either a feeling that something may be a little "off", or a
feeling of trust. On the internet, we only use one sense and
that seems to be enough for most people - I like the look of
you; therefore, you must be OK!
It does make me wonder how stupid we are. However, it is not
stupidity. This is a fundamental change in human physiology.
The other senses can no longer used in virtual settings, so we
have to learn to rely on other factors to determine whether or
not a person is trustworthy.
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In business, customer trust is gained through marketing and
reputation. Social media, when used correctly for business,
has the capability of increasing your trust level in both a
particular business and its product. This is why we see large
businesses and politicians use social media to increase the
trust level of their community. Sometimes it works; others
times it doesn't.
The problem is that criminals also use these types of tactics to
increase trust in them. From blatant lies to false advertising,
they are out to get you. Criminals even use Google Ad words
and search engine optimisation (SEO) to target potential
victims. Conduct an online search for the newest game, song
or film to download or look for the latest celebrity screw-up,
and it is a good bet that the top 10 search results, both organic
and paid for, will include a version of what you are looking for
as well as malware, spyware or a worm.
One of the hardest jobs in the world is to be the managing
director or CEO of a small or medium business or a not for
profit organisation. You are the driving force behind the
organisation! You are the rain maker, bringing in new
customers and making sure that the old customers are happy
and still buying your product. It is your responsibility to run the
organisation profitably! Holding responsibility for your family
and your staff to do your best so they can be ensured of
success can weigh heavily on a business leader. It can be a
daunting life - some people excel and thrive; others do not.
A good CEO or MD is always looking to mitigate a whole raft of
business risks. That is their job, to look at risks to the
organisation and make sure they are reduced to a manageable
level, or if possible, eliminated totally. One of the risks that is
seldom thought about at this level, but is rising in popularity, is
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cyber security. To mitigate the risks of cybercrime and focus
on cyber security has to be done at management and board
level.
A cyber-attack can cripple a business; it can take it from a
thriving money-making enterprise to a smouldering husk in a
VERY short space of time. It can ruin your reputation, but more
importantly, it can reduce you to a pauper in moments. There
are less dramatic effects as well - undermining the trust of
your customers by featuring malware on your website is a
start, or stealing your ideas and going to market with a
cheaper and shoddier product. There are hundreds of other
possibilities.
By changing the focus and emphasising not only the business’s
requirements, but user protection as well, we can actually
change the impact of the cybercrime problem.
The buck has to stop somewhere. If everyone who connected
to the internet had the attitude that "MY protection is MY
problem," we would be in a totally different world and I
wouldn't have much to write about. We can use technology to
help with the solution; we can use management to keep track
of and resolve problems, and we can make sure that we are as
adaptable as we can be, but it still comes down to the fact that
everyone needs to say it is MY problem. If it is MY problem
then I am also the solution.
Social media sites encourage us to fully disclose our lives.
Uneducated, innocent users are the most vulnerable. We all
need to take responsibility for our own actions. Criminals use
peer group pressure to persuade you to lower privacy and
security settings on social media sites. If you don't, you are
not part of the crowd and you will not have friends…?? Sorry
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but I need some sort of legitimate relationship before I lower
my defences to trust someone I do not know; don't you?
In most business organisations, cyber security and the
problems associated with it have typically been perceived as
ICT issues. If you are expecting your ICT team to help, you
have bigger problem - they are usually underfunded,
understaffed and under trained. They are normally so busy
with everyday IT problems, that proactive and even reactive
security is left to when and if they have a moment - those are
rare. Being so busy has a flow on effect - innovation dries up,
the process of firefighting and problem-solving becomes more
intense as the resources dry up further, and there are reduced
management, viability and visibility of the problems related to
cybercrime. In other words, the IT department are swamped.
Mother Teresa said, “We the willing, led by the unknowing, are
doing the impossible for the ungrateful. We have done so
much, with so little, for so long, we are now qualified to do
anything, with nothing.”
This used to be repeated as a joke and was said tongue in
cheek. In my Navy days it was the catch cry of one of the ships
I was on, but in today's business IT world it feels more like the
truth.
It is a vicious circle that quickly starts to spiral out of control.
Many businesses and organisations are facing this problem at
the moment. Pushed by profit margins, increased revenue,
reduced funding and increased productivity, many IT
departments, organisations and businesses are caught in the
normal business catch cry of doing more with less. When ICT
projects are scoped out correctly, a project is doable, but
when funding is reduced, do not expect the same level of
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capability, functionality and security. Something has to give,
and too often it is security.
Similar to insurance costs, there is no direct return on
investment (ROI) in cyber security except if something goes
wrong, but there is a huge ROI for cybercrime. Cybercrime is a
vast business. With everyone moving their business to the
internet and computer systems - it is where the money is. It is
where the ideas are, and it is where the people, the
cybercrime targets, are. It is where the intellectual property
(IP) of a business is, as well as state secrets and information
concerning your clients. Lose that information and you may as
well close up shop.
Cyber security is a whole of business attitude. It requires a
holistic approach towards protecting everyone and everything
within the business. It needs to be driven from all areas of the
business, managed and controlled by the top, but implemented
and embraced at the bottom.
I have a simple saying – “Cyber security is MY problem.” I do
not say this just because I work in the area, but because it
should be the catch phrase of everyone who is using the
internet. If everyone looks at cyber security in that way, we
really do have a chance of controlling the problem. Of course
we still need the high end internet-facing systems and newest
operating systems, the technology, to protect the organisation
and businesses. We still need governing policies to manage
the business and we still need business continuity, disaster
recovery and business resilience components to strengthen
the business.
In addition to all of the above, we also need training and staff
involvement. This has to be emphasised as a critical

87

Roger Smith

component of business cyber security in the fight against
cybercrime.
In the area of training there are 6 facets that can be used by
individuals personally that will then flow into their workplace.
Some of them can be and are controlled and enforced by
computer policies; others are not. They are all important.
•

Use complicated passwords for every password.

•

It doesn't matter what the website is or the reason for
the password, if you use a complicated password, a
brute force attack will fail.

•

Use unique passwords across different areas of your
personal and business life.

•

People who use the same password on every site are
basically fodder for the cybercrime machine. If I use
the same username and password consistently and
they are compromised on one website, then the first
thing criminals do is test other sites with that
combination; it is an automatic and automated
process.

•

Patch everything, including operating systems and
applications.

•

If the computer tells you it has an update - apply it. If
an application has a patch, apply it. Applications are
bigger dangers because they go across multiple
platforms.

88

The CEO’s Guide to Cyber Security
•

Use an anti-virus program on anything that will take
one.

•

Anti-virus software is now available for most
platforms, from Mac to Microsoft to Android. Most
look for viruses, but they also look for malware and
spyware.

•

The more people who use an operating system or
application, the more chance there is that something
bad has been written for it. Yes Apple and IOS are
targets.

•

Be paranoid.

•

Everyone is out to get you on the internet - from 12year-old script kiddies to full blown criminals - and the
threats are only increasing. In addition, automated
systems are out to get you.

•

Once you lose control of your computer, it is no longer
your computer - paranoid yet?

•

It is going to happen to you (99.9% chance of being a
victim of cybercrime in the next 10 years), so make
sure you back up regularly.

•

Always use common sense.

•

If it looks like a scam - it is.

•

If they want money - it's a scam.
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•

If they want to give you something for free - it's a
scam.

•

If it seems too good to be true - it's a scam.

•

If it’s free - it is a scam. In most cases it is also
infected with malware, spyware or ransom ware.

The password component of business and the internet may
change in the future to biometrics and two or three-factor
authentication. But passwords will still be around for a while
yet. Not all businesses, websites and organisations will
embrace changes in technology to enforce alternative
credentials due to costs, capability and other individual
reasons.
Get these areas correct and there is a flow on effect. You, as a
user, are more secure on the internet which means that who
you work for is more secure.
So if we all say:
•

•

•

Cyber security is MY problem and I have a
responsibility to protect MYSELF.
Cyber security is MY problem and I will not rely on
others to handle it for me.
Cyber security is MY problem and it is my
responsibility in MY business. Whether I am a
receptionist or the person in charge, cyber Security is
MY problem.

Then the use of the greatest communication device ever
created will be protected and we can look forward to the next
big thing.
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Appendix A –
Checklists and How to’s
The Quick Organisation Security Checklist
Item

To be
done

Done

The Basics
Password Policy is
in place.
End point protection
is installed on all
systems.
Are they updated?
All
systems
and
applications
are
updated regularly.
All default
passwords have
been changed
(routers, switches).
91

Date
completed

Comments
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Risk analysis
Have you identified
all the risks within
your business?
Have you performed
a risk analysis on
the organisation?
Have all discovered
risks been identified
and
mitigated
against?

Disaster Recovery
Have you created a
disaster
recovery
plan?
Do you have on site
and off site backup
plans?
Is
someone
nominated to look
after this?
Do you have
written DR Plan?

a

Does it include all
data
locations
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(onsite,
cloud??

off

site,

Does the DR Plan
have
management
approval?
Has the DR
been tested?

Plan

Business Continuity
Have you created a
Business Continuity
Plan?
Have all of the
known risks been
factored into the
Plan?
Has the Plan been
tested?

Business Resilience
Have you created a
resilient
culture
within
your
organisation?
Is the culture driven
by everyone in the
organisation?
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Training and Awareness
Do
you
have
systematic training
for all staff?
Are
management
informed
of
all
training
and
awareness
programs?

Mobile and External Security
Do you have a
secure pass phrase
on your wireless?
Is
the
office
wireless
on
a
separate network?
Do you have high
encryption set on
the
wireless
connection?
Do you have a Bring
Your Own Device
(BYOD) policy?
Has
your
VPN
connection been set
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up correctly?
Is the VPN using the
best
encryption
available?
Is all BYOD data
saved to the main
systems?
Do you
access?

use

RDP

Lost and Stolen Hardware
Can
all
systems be
remotely?

BYOD
wiped

Is all external data
encrypted
–
especially
tablet
and laptop data?
Do all laptops and
tablets have a BIOS
lock on the system?
Are all accesses to
the main network
not set to remember
password?

Business and Lifestyle
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Do
all
systems
accessing
the
corporate network
have
network
policies applied to
them?
Do
you
allow
external access to
the
corporate
system – Intranet,
Email,
RDP,
and
VPN?
Is
this
secure?

access

Privacy and Security Settings
Has the payment
gateway
been
secured and tested?
Has
all
external
access
been
secured with SSL?

Do you have an external outsourcing company?
Do you need help configuring your cyber security?
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VPN Checklist
Yes
Do you have a remote access policy?
Have all users signed the remote access
policy?
Have you implemented complex passwords
within the network?
Do other businesses and contractors need
access?

Process
Have you developed a user-based matrix for
remote access?
Do you ensure that all external systems are
clean and secure from malware, spyware and
viruses?
Have you chosen an encryption standard?
Are all processes documented?
Do you have a “termination of users” process
for external users?

Technology
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Is the connection device secure from external
attack?
Does the system use appropriate encryption
and algorithms?
Are you using a PKI system?
Do you have self-signed certificates?
Have you implemented best practice Security
Practice?
Are IPsec and key exchanges secure?
Are security associations secure

?

Do you restrict plain text communication during
the handshake process?

Site to Site
Are the devices set up in a secure location?
Do you use unique pre-shared keys between
each device and location?
Is QOs implemented to ensure the VPN tunnel is
the best one?

User Remote Access
Do all users have unique usernames and
passwords?
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Are all connection devices vetted to ensure
they are clean?
Is
complex
passwords
authentication in place?

and

2

factor

Is a reasonable period for idle timeouts set?
Is split tunnelling disabled when connected to
the VPN?

Testing and Checking
Is a vulnerability test done on the VPN device?
Is
the
authentication
regularly?

system

checked

Have you reviewed the certificate process to
follow the way through?
Have you tested role-based systems for access
to the network?
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Wireless Checklist
Yes
Turn off the radio when it is not in use.
Change the SSID.
Change the default username and password.
Disable WPS.
Disable WAN Management.
Set the wireless access point in the DMZ.
Use NAT.
Use HTTPS or SSH to access the router.
Disable UPnP.
Disable WEP, WPA and Open Wi-Fi.
Only use WPA2.
Use a completely random and complicated 40+
character for the pre-shared key.
Set DNS to either the ISP or a fast DNS server.
Limit the DHCP to the specific addresses for
your use.
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Do not allow P2P traffic in or out of the
network.
Use mac address filtering.
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Test Your Security
Visit www.GRC.com and click on “Shields Up” from inside your
home network, behind your router. The tests performed only
check a few the settings that we’ve changed above, but it will
show what your router looks like to someone in China or
England or Russia. All ports should be listed as either closed
or stealth. This doesn’t test whether or not your neighbour can
hack into your network. If you used WPA2-AES and a 40+
character, no words, completely random passphrase, you
should be good enough for home use.
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Appendix B -Risk Assessment Plan Template
The objective of this Risk Assessment Plan is to identify
potential business and project risks associated with the
delivery of Skills in the Workplace training.
Business Risks relate to risks which affect the
economic/financial standing of the business. Project Risks are
situations which hinder the effective and efficient delivery of
Skills in the Workplace training.

Description of
Risk

Cost of training
outweighs
benefits

Impac
t or
conse
quenc
e

Risk Assessment

L

C

Level of
Ris k

E

5

Mo d e ra te
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Employees
unable/unwilling
to access
training

D

Recognition of
prior
knowledge/experi
ence not
assessed
Proponent unable
to meet Training
Start or Training
End dates
New skills not
utilised after
completion of
training
Participants lack
necessary prevocational skills
or pre-requisite
qualifications.
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Risk Management
Ste p 1 = Ris k Id e n ti fic a t io n
S te p 2 = Ris k As s e s s me n t

S te p 3 = R is k Ma n a g e me n t

Reviewed level of risk
Person Responsible
Time-scale
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What more can we do about
it?
What are you already doing
about it?
(Risk Mitigation)
Impact on Business -H/M/L
Likelihood - H/M/L
List of
possible
risks

Sample Business
Security and Information
Policy Template
Background
Computers, notebooks, tablets and smart phones, and the
facilities they provide, are made available to you as
<<Business Name>> employees and contractors work
effectively and efficiently. The facilities provided may include
access to the internet and email (all referred to as ‘electronic
communications’) and to electronically stored files and data.
What is the Purpose of this Policy?
•

•
•

•

To ensure that you are aware of your roles,
responsibilities and obligations when using the
<<Business Name>> electronic data and facilities.
To prevent misuse of electronic facilities.
To specify and make you aware of your privilege and
reasonable private use of the <<Business Name>>
electronic facilities and the limits of that privilege.
To make you aware of <<Business Name>>’s rights
regarding email messages you send or receive and
records of your internet use.
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•

To ensure that you are aware of the consequences of a
breach of this policy and of other conduct
requirements relevant to electronic communications
and facilities.

Who Does this Policy Apply to?
•

•

•

•

Employees of <<Business Name>>, including temporary
and casual employees.
Contractors to <<Business name>> or contract staff
(Including one whose services are supplied to
<<Business Name>> through labour hire arrangements.
Employees of or contractors to a third party that work
with <<Business Name>> in its premises or using its
facilities.
Users of the electronic facilities of <<Business
Name>>.

What Does this Policy Apply to?
The policy applies to the use of all of <<Business name>>’s
electronic facilities or while working for the <<Business
name>>. It covers:
•

•

•
•

Email (whether sent internally or externally) and other
forms of electronic communication.
Internet access and usage (For example browsing,
searching, surfing, use of social media, electronic
bulletin boards, electronic notice boards and chat
rooms).
Access and use of hardware.
Assess and use of software – including apps for smart
phones and tablets.
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•

Access, dissemination and use of data stored on
<<Business Name>>‘s systems.

Hardware and Software – Required Standards of Conduct
All hardware and software facilities provided by <<Business
Name>> for use by staff and contractors are the property of
<<Business name>>. Your use of these facilities must be:
•

•

Appropriate – that is lawful, efficient, proper and
ethical.
Conducted so as not to inflict any damage on hardware
or software.

Under no circumstances are you to perform modifications to
hardware or software without prior approval by the ICT System
administrator or management of <<Business Name>>.
Under no circumstances are you to connect unauthorised
hardware or network devices (Including notebook computers,
modems and wireless access points) to the network without
prior approval by the ICT System Administrator or management
of <<Business Name>>.
Under no circumstances are you to install any software on
network devices without prior approval by the ICT System
Administrator or management of <<Business Name>>.
Network Files and Data – Required Standards of Conduct
All data and files stored on the <<Business Name>> electronic
systems (other than personnel use policy) are the property of
<<Business Name>> and are to be treated with the
confidentiality befitting the nature of the information. Your
access to and use of this information must at all times be
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conducted so as not to damage the confidentiality, integrity or
availability of the data.
Information of a specifically sensitive or confidential nature
(such as personal information and credit card details) must be
stored in the relevant network folder, where permissions have
been applied for access by authorised users only.
Hard copies (printouts, faxes, original documents) containing
information of a specifically sensitive or confidential nature
must be:
•
•
•

Filed in a secure location when not in use.
Kept out of site when in use.
Disposed of securely when they are no longer required
to be kept.

Printouts and faxes of sensitive or confidential information
must be retrieved from the printer or fax machine and stored
accordingly as quickly as possible.
Internet and Email – Required Standards of Conduct
Use of <<Business name>>’s electronic communication
facilities or use of other electronic communications facilities
while working for <<Business name>> must be:
•

•
•
•

•

Appropriate –that is lawful, efficient, proper and
ethical.
Free from discrimination and harassment.
Characterised by respect, courtesy, care and diligence.
Such as to uphold the integrity and good standing of
<<Business name>>.
In accordance with other requirements of this Policy.
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Your personal use of the internet and email facilitates of
<<Business Name>> is subject to the same requirements as for
official use and to the limitations set out in the Policy or
“Reasonable Private Use.”
Email messages can easily be misconstrued. Unlike phone or
face to face exchanges, the recipient cannot rely on inflection,
tone of voice, gesture or verbal feedback to clarify meaning.
Email is often used the same way as spoken communication,
but it must be treated the same way as written communication.
Email messages can easily be forwarded to many other people.
These other people may have different views to the original
recipient and may be offended by private jokes. Accordingly,
your words and attached documents and images should be
carefully chosen, and expressed in a clear, businesslike
manner.
When you communicate with individuals outside <<Business
Name>> using its facilities, your message will be identified as
originating from <<Business Name>>. Likewise, if you access a
website using <<Business Name>> facilities, it is likely to be
recorded as a ‘hit’ from <<Business Name>>. Online activity
breaching this Policy has potential to embarrass <<Business
Name>> severely (and even carries risk of litigation against
you and/or <<Business Name>>). It will be treated as a serious
disciplinary or contractual matter.
Email correspondence must also be treated as if it was a
permanent record. Even though you may delete emails that you
have sent or received, they may be retrieved through archiving
and restoration processes. Once you have sent an email you
have no control over what happens to it, or who it may be
forwarded to.
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You are responsible for the public face and reputation of
<<Business Name>> with the people with whom you deal. You
are also responsible for your general conduct when using the
<<Business Name>> electronic communications facilities or
while working at <<Business Name>>. You must not:
Transmit, communicate, access or store images, material or
information that may damage <<Business Name>>’s
reputation, result in victimisation or harassment, lead to any
criminal penalty or civil liability, or be reasonably determined
offensive or obscene.
Transmit or communicate images, material or information that
may reasonably be found to be misleading, deceptive,
threatening, abusive or defamatory.
Compromise
the
confidentiality
of
<<Business
Name>>information or of any other information it must protect.
Transmit, communicate, access or store images, material or
information that breaches the Racial Discrimination ACT 1975,
The Sex Discrimination ACT and the Disability Discrimination
ACT 1992.
Transmit, communicate, access or store sexual comments,
images, jokes or sexually explicit material of any kind.
Access sites with sexual content.
Access gambling sites.
Use the electronic facilities of <<Business Name>> for illegal
purposes, including the distribution of pornography.
Use email to distribute chain letters, participate in mass
mailings, and/or promote political, religious or lifestyle beliefs.
Use email containing (or forwarding, attaching or containing
links to) material that is or may be construed to be,
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defamatory, harassing, threatening, obscene, offensive,
discriminatory, sexist, racist or abusive (Including comments
about a person’s preferences, age, criminal or medical record,
mental or physical condition or trade union activity).
Create email containing (or forwarding, attaching or
containing links to) material that includes trademarks or
copyrighted material of any person without specific
authorisation to do so from the owner of the trademark or
copyright.
Send an email in another person’s name unless that person
has specifically authorised you to do so.
Use the electronic facilities of <<Business Name>> to post,
upload, transmit, receive or download any images, content,
software or materials that:
•

•

•

•

•

•

Contain any executable file, computer program,
executable software code, screensaver or utility
without permission from the management of
<<Business Name>>.
Contain any virus, worm, Trojan, or other harmful or
destructive code.
Contain another person’s personal information,
trademarks or copyrighted material without specific
authorisation to do so from the owner of the
trademark or copyright.
Use the electronic facilities of <<Business Name>> to
undertake any private business dealings.
Use the electronic facilities of <<Business Name>> to
gain or attempt to gain unauthorised access to any
person’s servers, networks or databases.
Use the electronic facilities of <<Business Name>> to
view or show anything forbidden by this policy to be
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created,
stored.

transmitted,

communicated,

accessed

or

You may inadvertently come into contact with websites that
contain material in breach of this policy, even in the course of
regular business. Likewise, you may receive email with content
that breaches this policy. If this happens, immediately close
the website or email as quickly as possible and contact your IT
manager.
Reasonable Personal Use is allowed
You may access the electronic facilities <<Business Name>>
has provided to you for personal purposes unless you are
directed otherwise. Personal use is required to be reasonable.
To be reasonable it must:
•
•
•

•
•

•

Be lawful.
Comply with this Policy.
Not interfere with your work or the work of other
<<Business Name>> Staff.
Not be with a view to personal profit.
Not expose <<Business Name>> to potential litigation
or significant expense.
Not interfere with any individual’s reputation,
employment or other obligations.

A relatively high volume of personal use or the incurring of
significant expense is no more acceptable with electronic
communications than with other forms of communication.
Remote Access
Authorised employees are allowed remote access to network
facilities. All aspects of this Policy apply to use of <<Business
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Name>>’s electronic facilities whether connected locally or
remotely.
Remote access through tablets or smart phones to email
facilities (including calendars and contact lists) will only be
provided to authorised staff. All tablets or smart phones,
whether <<Business Name>> or personal must require
password or password access to access mail.
Ownership of Electronic Communications
<<Business Name>> normally owns the copyright in all
material you produce as an employee in the course of your
employment or as a contractor in the course of the work you
perform for <<Business Name>>.
It is <<Business Name>>’s right to access all electronic
communication.
The electronic communications facilities of <<Business
Name>> are not a private resource. They are a resource
provided by <<Business Name>> at its expense to facilitate its
work.
The management of <<Business Name>> may access email
sent or received by you, and monitor your electronic
communications, from time to time for the purpose of
compliance with this Policy and the law. This may also include
examining logs of your electronic communication activity,
accessing email you send and receive, including personal
communication, and examining your internet browsing records.
Only persons delegated by management of <<Business
Name>> will be permitted to access these records.
Record Keeping
Electronic communication records are included in the business
records of <<Business Name>>. They must be treated the
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same way as written communications when they are created
or received in the normal course of the business of <<Business
Name>>. If a piece of written communication would be
retained, so an electronic communication would be retained.
This is especially true if documents held electronically are
required for <<Business Name>> business records and/or
auditing purposes.
Network Security
Users must not place the security of <<Business Name>>’s
systems and information, including client information, in
jeopardy. Users must:
•

•

•

•

•

Not share passwords unless absolutely necessary. Once
a password has been shared, it should be changed it as
soon as possible afterwards.
Change a password if they think someone else knows
it.
Always log out of <<Business Name>> Computers and
tablets when finished using them.
Lock their computer screens if they are leaving a
computer unattended while logged on.
Report immediately to the ICT System Administrator if
they believe their account or email has been
compromised in any way.

Users must not attempt, under any circumstances, to
circumvent security measures put in place on <<Business
Names>>’s network.
Compliance with Policy
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Any concerns or issues about compliance with this Policy
should be raised with your immediate supervisor or the
management of <<Business Name>>.
Non-compliance with this Policy will be regarded as a serious
matter and may result in disciplinary action or action as per
the terms of your contract. Access to the <<Business Name>>
electronic facilities may also be revoked or restricted.
<<Business Name>> has an obligation to report any illegal
activities
conducted
through
<<Business
Name>>
communications facilities to the appropriate relevant
authorities, as well as to preserve and make available to
authorities all evidence of such illegal activities.
<<Business
Name>>
will
take
very
seriously
circumstances requiring it to act on this obligation.
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Disaster Recovery Plan
Template
1. Primary Goals of Plan
The major goals of this plan are to:
Minimise interruptions to normal operations.
Limit the extent of disruption and damage.
Minimise the impact of any interruption.
Establish alternative means of operation in advance.
Increase awareness in the DR Plan.
Train personnel on emergency procedures.
Provide for rapid restoration of service.

2. Personnel
Business Personnel
Name

Position

Contact
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Attach a copy of your organisational chart to this section of
the plan.

3. Application Profile
Application profile

Application
Name

Critical?
Yes/No

Fixed
Asset?
Yes/No

Manufacturer Comments

4. Inventory of Business equipment and Business
System Access
This list should include the following:
•
•
•
•
•

Servers
Phone systems
Workstations
Air conditioners and/or heaters
Printers

Inventory profile

Manufacturer Description

Model
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Own or
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5. Information Services Backup Procedures
Main data
Daily
Weekly
Fortnightly
Monthly
Where is it saved? (Location and access)
Offsite storage and cloud backup procedures

6. Disaster Recovery Procedures
The Disaster Recovery Plan should address the following three
areas:
Emergency Response Procedures
−

−
−

Document the appropriate emergency response to a
fire, natural disaster, or any other activity in order to
protect lives and limit damage.
Backup Operations Procedures
Ensure that essential operations can be conducted
after the disruption.

Recovery Actions Procedures
−
−
−
−
−
−

Facilitate the rapid restoration of the complete system
following a disaster.
Disaster Action Checklist
Plan Initiation
Notify senior management.
Contact and set up disaster recovery team.
Determine degree of disaster.
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−
−
−
−
−
−
−
−
−
−
−
−
−
−
−
−
−
−
−
−
−
−

Implement proper application recovery plan dependent
on extent of disaster.
Monitor progress.
Contact backup site and establish schedules.
Contact all other necessary personnel--both user and
data-processing.
Contact vendors--both hardware and software.
Notify users of the disruption of service.
Follow-Up and Additional Checklist
List teams and tasks for each.
Obtain emergency cash and set up transportation to
and from backup site, if necessary.
List all personnel and their telephone numbers.
Establish user participation plan.
Set up the delivery and receipt of mail.
Establish emergency office supplies.
Rent or purchase equipment, as needed.
Determine applications to be run and in what
sequence.
Identify number of workstations needed.
Check all data being taken to backup site before
leaving and leave inventory profile at home location.
Set up primary vendors to assist with equipment
problems that occurred during the emergency.
Plan for transportation of any additional items needed
at backup site.
Take copies of system and operational documentation
and procedural manuals.
Ensure all personnel involved know their tasks.
Notify insurance companies.

Recovery Start-up Procedures Following Disaster
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−
−
−
−
−

Notify local Disaster Recovery Services.
Disaster notification number:
Provide a primary contact and alternate contact for
coordinating services and their telephone numbers.
Contact ancillary businesses for any necessary service
connections.
Notify senior management immediately if any related
plans should change.

7. Rebuilding and Restoring the Organisation
−

−
−
−

Document the complete process for rebuilding the
information management infrastructure from scratch.
This should include:
Location of all media
Access to hardware and software for rebuilding
process
SOP for all components of the business system
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8. Testing the Disaster Recovery Plan
Successful contingency planning includes regular testing and
evaluating of the plan.
Conducting a recovery test

Item

Not
Yes No Applicable Applicable Comments

Select the purpose of the
test.
Describe the objectives
of the test.
Meet with management
and explain the test and
its objectives.
Have management
announce the test.
Collect test results at the
end of the test period.
Evaluate results.
Determine the
implications of the test
results.
Make recommendations
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Conducting a recovery test

Item

Not
Yes No Applicable Applicable Comments

for changes.
Notify other areas of
results.
Change the Disaster
Recovery Plan manual as
necessary.

Sample of areas to be tested

Item

Not
Yes No Applicable Applicable Comments

Recovery of individual
applications
Reloading of system
backups
Restore to completely
different hardware
Determine priority of
systems
Ability to recover without
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Sample of areas to be tested
Not
Yes No Applicable Applicable Comments

Item
key people
Effectiveness of security
measures
Ability to continue dayto-day operations
without critical
applications
Ability to contact key
people or their
designated alternates
quickly
Availability of printers
and scanners
Availability
equipment

of

support

Adaptation of Plan for
lesser disasters
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9. Rebuilding the Business
−
−
−

Floor plan
Current hardware needs and possible alternatives
Vendors

10. Recording Changes
Keep your Plan current. Keep records of changes to your
configuration, your applications, and your backup schedules
and procedures.
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Business Continuity
Plan Checklist

Facilities
Are evacuation plans for the office set up?
Are all fire exits clearly marked?
Are fire drills conducted regularly?
Are there alternate locations for evacuation points?
Is there a floor plan of the office?
Is there a backup generator at the office?
Is there an alternative office to use in an emergency?
Is the air conditioner tested regularly?
Does all staff know where the isolation switches are for
water, gas and power services?
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Is there a lock procedure for the office?
Are external access points - doors and windows –
tested regularly?
Personnel
Is there a current list of personnel including contact
numbers?
Is someone designated to be in charge during an
emergency?
Have all employees been given a role during an
emergency?
Are there alternative working locations?
Does anyone on staff have medical and first aid
training?
Security
Does the business have a security system?
Is there a security policy?
Is there a training protocol for staff?
Have references been checked for all staff?
Are all contractors vetted?
Documents
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Are there alternative locations to store all paper
documents?
Are critical documents stored in a fireproof safe?
Are copies of critical accounts and contracts stored in
a separate location?
Does someone look after the files?
ICT
Are your ICT systems critical to running the business?
Are manual processes in place to cover when the
system is unavailable?
Do you know how long it would take to recover ICT
functionality?
Who would actually restore the ICT system if it went
down?
Is your computer AV up to date?
Do you have email and internet policies that all
employees have signed?
Are there documented ICT security policies in place?
Is your computer system part of a larger network?
Have you documented critical infrastructure
applications for business functionality?
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Is all of the critical business intellectual property
captured in documents, policies and procedures?
Do you have offsite backup?
Suppliers and Vendors
Do you have alternative suppliers for all business
systems & procedures?
Do you have written SLA with your critical suppliers?
Do your suppliers have business continuity plans?
Can you contact all suppliers in an out of hours’
emergency?
Company Equipment
Is someone accountable for asset management?
Are all assets inventoried regularly?
Do you track your company’s equipment?
Customers
Do you have the correct contact details for all major
customers and is a copy of this information stored off
site?
Are there customers who will need to be in contact in
real time during the crisis?
Location
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Have you done a risk analysis on your business,
including location and proximity to other businesses?
Have you done a risk analysis on the location of the
office?
Insurance
Do you have insurance, including Public Liability?
Do you have the insurance companies’ contact details
to contact them after the crisis?
Risk Assessment
Have you conducted a risk analysis on your business
and considered the following:
How likely is it to happen?
What effect will it have on the business?
What needs to be in place to allow the business to
function properly?
What preventive measures are in place?
Media
Do you have a spokesperson that has been trained to
handle the media?
Does your
message?

company

communicate
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Do you have a procedure for keeping all staff informed?
General
Emergency pack to include the following:
Business recovery plan
Employee contact details
IT providers
Contact details for all clients and suppliers
Building site plan
Spare keys
Computer backups
First aid kit
Stationary
Torches
Megaphone
Tape
Mobile Phone
Cameras
Dust and toxic fumes masks
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Is the Business Continuity Plan
Clearly documented?
Easily accessible?
Understood by everyone?
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Glossary
Spyware

Spyware is software that aids in gathering
information about a person or organization
without their knowledge and that may send
such information to another entity without
the consumer's consent, or that asserts
control over a computer without the
consumer's knowledge.

Phishing attack

Phishing is the act of attempting to acquire
sensitive information such as usernames,
passwords, and credit card details (and
sometimes,
indirectly,
money)
by
masquerading as a trustworthy entity in an
electronic
communication.
Communications purporting to be from
popular social web sites, auction sites,
banks, online payment processors or IT
administrators are commonly used to lure
unsuspecting public. Phishing emails may
contain links to websites that are infected
with malware.

Spear phishing

Phishing attempts directed at specific
individuals or companies have been
termed spearphishing. Attackers may
gather personal information about their
target to increase their probability of
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success.

RAT

A remote administration tool (a RAT) is a
piece of software that allows a remote
"operator" to control a system as if he has
physical access to that system. While
desktop sharing and remote administration
have many legal uses, "RAT" software is
usually associated with criminal or
malicious activity. Malicious RAT software
is typically installed without the victim's
knowledge, often as payload of a Trojan
horse, and will try to hide its operation
from the victim and from security software.

Social engineering

Refers to psychological manipulation of
people into performing actions or divulging
confidential information. A type of
confidence trick for the purpose of
information gathering, fraud, or system
access, it differs from a traditional "con" in
that it is often one of many steps in a more
complex fraud scheme.

Zero Day Exploits

A zero-day (or zero-hour or day zero)
attack or threat is an attack that exploits a
previously unknown vulnerability in a
computer application, one that developers
have not had time to address and patch. [ 1 ]
It is called a "zero day" because the
programmer has had zero days to fix the
flaw (in other words, a patch is not
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available). Once a patch is available, it is
no longer a "zero day exploit
IPV4 and IPV6

The fundamental underlying technology
that has powered the Internet since the
Internet's
inception
will
soon
be
exhausted. The Internet has run out of
Internet addresses. The last blocks of IPv4
Internet addresses have been allocated.
A new technology will take its place.
IPv4's successor is IPv6, a system that will
not only offer far more numerical
addresses, but will simplify address
assignments and additional network
security features.

VPN

A virtual private network (VPN) extends a
private network across a public network,
such as the Internet. It enables a computer
to send and receive data across shared or
public networks as if it is directly
connected to the private network, while
benefiting from the functionality, security
and management policies of the private
network

RDP

Remote Desktop Protocol (RDP) is a
proprietary
protocol
developed
by
Microsoft, which provides a user with a
graphical interface to connect to another
computer over a network connection. The
user employs RDP client software for this
purpose, while the other computer must
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run RDP server software.
BIOS

the Basic Input/Output System (BIOS), also
known as System BIOS, ROM BIOS or
PC BIOS, is a de facto standard defining a
firmware interface

GUI

graphical user interface (GUI, sometimes
pronounced "gooey" or "gwee") is a type of
user interface that allows users to interact
with electronic devices through graphical
icons and visual indicators

SaaS

Software as a service (SaaS) is a software
licensing and delivery model in which
software is licensed on a subscription
basis and is centrally hosted on the cloud
by independent software vendors (ISVs) or
application service providers (ASPs)

DMZ

In computer security, a DMZ or
Demilitarized Zone (sometimes referred to
as a perimeter network) is a physical or
logical sub network that contains and
exposes an organization's external-facing
services to a larger and untrusted network,
usually the Internet. The purpose of a DMZ
is to add an additional layer of security to
an organization's local area network
(LAN); an external attacker only has direct
access to equipment in the DMZ, rather
than any other part of the network
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Virus

A computer virus is a malware program
that, when executed, replicates by
inserting copies of itself (possibly
modified) into other computer programs,
data files, or the boot sector of the hard
drive; when this replication succeeds, the
affected areas are then said to be
"infected".

Malicious code
and malware

Malware is short for "malicious software."
Malware is any kind of unwanted software
that is installed without your adequate
consent. Viruses, worms, and Trojan
horses are examples of malicious software
that are often grouped together and
referred to as malware.

QoS

Quality of service (QoS) is the overall
performance of a telephony or computer
network, particularly the performance
seen by the users of the network.

SOP

The term standard operating procedure, or
SOP, is used in a variety of different
contexts, including healthcare, aviation,
engineering, education, industry, and
military.
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