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So�ware patching and updates. 

Patching and updates are the best and only way to ensure that the cybercriminal will not gain the all important foot hold of a cyber 

a2ack. 

Opera4ng systems and applica4ons all have an update system. Apply the updates in a 4mely manner 

Remove old so�ware and opera�ng systems. 

There is an underlying human reac4on to digital components and that is that if they are s4ll working then you do not need to replace 

them. 

Anything in the digital world that is consumer based is obsolete a6er 4 years and a business network should never have  

Back up and test it all. 

Use the 3,2,1 rule. Three copies of all data and systems, in two different loca4ons and one of those loca4ons has to be off site and 

disconnected from the system. Includes cloud based data. Regularly restore. 

Encryp�on. 

All data that is under your control needs to be encrypted in some way. Websites have TLS cer4ficates and backups are encrypted 

using the similar systems. Cloud based systems should be using your cer4ficates not the vendors. 

2FA and mul� factor authen�ca�on. 

Use mul4 factor authen4ca4on especially for all cloud based systems. Mul4 factor authen4ca4on relies on username, password and 

some other input from the person. 

End points 

All end points (computers, smart devices and cloud based systems) should have some level of protec4on as an ini4al indicator that 

something is wrong. 

Firewall 

That firewall that you were given when you joined an ISP is not protec4ng your organisa4on. A second genera4on firewall is needed 

in todays business world. 

Passwords 

All passwords need to be unique, complex and more than 12 characters. Get a password manager and check you password on sites 

like h2ps://haveibeenpwned.com/ 

Email filtering 

Cloud based systems have a rudimentary scanning system in place but because most cyber a2acks come through email it is a good 

idea to invest in be2er protec4on at that level. Gmail and office 365 have a paid addi4onal capability. 

Awareness training 

Your troops, your team are the vanguard of your organisa4on. Invest in educa4ng them in the cybersecurity space with awareness 

training.  Not a set and forget process I recommend that there is something done every month. 

Addi�onal policies, process, procedures and plans 

Disaster Recovery, Business con4nuity, resilience and the 2 people rule for accounts are all ways that can be u4lised to increase 

security around the organisa4on. Use sparingly, get everyone on board as why they are needed and then get sign off from everyone 

involved including management. 

Other requirements 

To be truly secure you need addi4onal systems including access management, log management, forensic capabili4es, threat 

management and intrusion detec4on capabili4es. 

This checklist is just to take you from the truly vulnerable to a li2le higher up the security ladder. 

“The basics of business security” was a book I wrote 12 years ago and most of the informa4on in it is s4ll 

relevant. 

Some of the informa4on is outdated but the underlying principles that I discussed are s4ll an integral part of an organisa4ons ability to 

protect their cri4cal assets 

I also believe that the best way to protect an organisa4on is to be proac4ve. 

This create con4ngencies and plans that allow an organisa4on to react in a specific, managed and understood way. 
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